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Abstract— This letter investigates secure communications level received from primary users. Without estimate of the
against eavesdropping in an underlay cognitive radio netwd. interference, secondary transmissions may experienegesit
The secondary users do not know the interference level that To address the above challenge, we consider an underlay

they receive from the primary transmitter, and thus, secondry - . . .o .
transmissions may experience outages. We consider an outag cognitive radio network in which it is required that the tsan

probability threshold for secondary transmissions, and popose Mission outage probability (TOP) due to unknown interfeeen

secondary user scheduling schemes for downlink and uplink, level from primary users is bounded by a predetermined

targeting at maximizing the achievable secrecy rate. We dére threshold. We then propose user scheduling schemes for

closed-form secrecy outage probability, and show that the 0~ o secondary network in downlink and uplink. The secrecy

posed user scheduling schemes can achieve full secrecy dity. . .
performance of the proposed scheduling schemes is evdluate

by deriving the corresponding SOP and secrecy diversitgrord

It demonstrates that a full secrecy diversity order is agde

by the proposed user scheduling schemes.

Index Terms— cognitive radio, outage, physical-layer security.

I. INTRODUCTION

Network security is a major challenge in cognitive radio
[1]. To protect secondary transmissions against eavepdrgp
attacks, physical-layer security has attracted much ttten Consider an underlay cognitive radio network that shares
in cognitive radio research [2-9]. The works in [2] and [3P licensed channel that is used by a primary transmitter de-
investigate the cognitive radio achievable secrecy ratin wihotedZ" and primary receiver denoted. The cognitive radio
multiple-input single-output (MISO) channel and multiplenetwork supports downlink and uplink transmissions betwee
input multiple-output (MIMO) channel, respectively. Fdret & secondary base station (SBS) denotednd K secondary
case of single-input multiple-output (SIMO) channel, therkv Users indexed as,2, ..., K. For either downlink or uplink
in [4] derives the secrecy outage probability (SOP) in aiosdransmission, a passive eavesdropper dengtedn overhear
form for secondary transmission. Cooperative beamforrisingthe transmitted signal. Each node is equipped with a single
considered in [5] under primary users’ and secondary usefitenna, and works in half-duplex mode; and each channel
secrecy constraints. When cooperative relays are usdtaipt €xperiences path loss attenuation and Rayleigh fadings,Thu
relay selection is given in [6] which maximizes the secogdathe channel gain (square of channel coefficient magnitutie) o
secrecy rate in cognitive radio. In [7], two relays are seldc link @ — j (5,5 € {T,R,S,E,1,...,K},i # j), denoted
one for information forwarding, and the other for transmgt %j, iS €xponentially distributed with mea®,; = d;;". Here
a jamming signal to the eavesdropper. SOP expressions @reis distance between nodésindj, andn means path loss
derived in closed form. Uplink user scheduling is consideré&Xponent. The AWGN at each receiver has a mean being zero
in [8], which focuses on derivation of intercept probaiind and a variance being/.
achievable secrecy rate, and in [9], which deals with déama ~ The SBS is responsible for secondary user scheduling. For
of SOP and secrecy diversity order. secondary downlink or uplink transmission, the interferen

In an underlay cognitive radio network (in which primaryo the primary receiver? is required to be not more than a
and secondary users can be active simultaneously), segond@reshold. Since the primary system cares about interference
users receive interference from primary users. In the abod@eeived from secondary transmissions, the primary receiv
mentioned works, interference from primary users is consigooperates with the secondary system to provide instaotesne
ered only in [8] and [9], which model the interference aghannel gain informatiohsr andhg, k € K £ {1,..., K}.
additive white Gaussian noise (AWGN). This modeling ma$0 the SBS knowésr andhxr. However, the SBS does not
not be accurate for all cases. When interference from pyimdtave instantaneous channel gain informatiorh@k or hry,
users is considered, a major challenge is that the cooperagince the primary system does not have incentive to coaperat
between primary and secondary users is limited, and thi4th the secondary system to get such information. We assume
it is hard for secondary users to estimate the interferené@t the SBS knows the mean valueshgfs andhry. Further,

the SBS knows channel gain information between itself and
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is for userk (k € K), the signal-to-interference-plus-noiserobability density function of random variahké. Step (i) of

; ; A hspl/hs
ratio (SINR) at user is expressed aBg; = %

YSk
Yrr+1’ . N
transmlttermgk =

A PT hTA

I-hsy
Nohsr' 1Tk

eavesdroppeE is expressed aEsg A ;f;,f;gjj]\?o = e,
i i A I-hsg A Prhre
in which YSE = Nohear! YTE = No -

Since the SBS does not have informatiorhgf,, it does not
know the channel capacity of its link to userAn outage may
happen if the interference from primary transmitfeis large
enough such that the secondary channel capagity(1+1"sz)
is below the secondary transmission rate In specific, the
downlink TOP conditioned onsy., given asPPL(k|vysy)
Pr(log,(14+T'sk) < 7 |vsk) in whichPr(-) means probability,
can be derived as

Yo <2 =1,

L,
Pg?l%(kWSk):{ | @

exp(— Ysr > 2" =1,

A PTQTk

wheredyry = is the mean value ofry. It is required

that the condmonal TOPDL (k|vsi) should be not more than

out

a threshold valuey, which leads to, < logy(1+wk(€0)vsk)s
wherewy(e0) = (1 — i Ineg)~t. To maximally utilize the
channel, the secondary transmission rate is seftqe)) =
log, (1 4+ wi(e0)vsk) When secondary usdris scheduled.

in which Pr is the transmit power of the primary
; and the SINR at the

(2) uses the multinomial expansion, given by [10, eq. (38)] a

Qu-Y ¥

kek Mm=0 A, CK,| A |=m

o™ I a-a). @)

kEA’NL
Then, the termd;(A,,) andI>(A,,) can be calculated as

[1(Am):/oooexp (— ex p( )dx

_ 1/Qsr
=T sn T F(An) (= D/ “)

L(An) //exp

X _—eX (
YrE P75

s

<“)1 + KQsEF(Am) exp[G(Am)]Ei[—

ITE

F<Am><u—1>z)
Yr Qsr

A?n)ﬂy
z+1

exp ( :E)

s ) dydz

QSE

— 1 _ #QSEF(-Am)

oxp(—2/3TE) (|,
ITE

Z+1+HQSEF(-A'm)

G(Am)],

®)

L

PTQTE is the mean value ofyrm, step
_ f exp(f)dt

where yrg
(i) in (5) uses [11 eq (3.352.4)Ei(x

If secondary usek is scheduled, the capacity of wiretags the exponential integral function [11 eq. (8. 211 1)da

channel is given byCsp = log,(1 4+ I'sg). Therefore, the
achievable downlink secrecy rate of lifk — k£ with TOP
constramteo is RDL(k,e0) = [rPY(eo) — Csg]T, where

GAn) =1 +MQSEF( m)|/3re. Then, substituting (4)
and (5) into (2),PL! Out is obtained in closed form.
Secrecy Diversity Analysis: From [9], the secrecy di-

[z]* £ max{x,0}. Our target is to schedule a secondary usgersity order for secondary transmission is given das=

such thatRPL (k, ¢) is maximized.

In the expression oRPL(k, ¢)), the termCs g is a common

sec (

value for all secondary users. Therefore, maximization &F

RDL(k, €0) is equivalent to maximization of2"(ey), which is

further equivalent to maximization aofy(eg)hsi. We propose
to schedule usek™ = argmaxyeci wi(€o)hsy for transmis-

sion. So the proposed user scheduling scheme can maximi

the achievable secrecy rate in downlink.
Closed-Form SOP ExpressionA secrecy outageis defined

as an event that the achievable secrecy rate is less thaged tagavesdropping channel gain,

log(Pfloorut)

— lim , where \ is called main-to-
A—o00 log(X)

vesdropping ratio (MER), 2 is the average main channel

A Qum
2 B
gain (average of the channel gains between SBS and secondary
users) g is the average eavesdropping channel gain (average

of the channel gains from secondary transmitter(s) to the
gvesdropper) and SOP floBfio%r,, £ hm Picc,out gives a

ec,out

lower bound of SOP with large interference threshbltsing
Qv and Qg as reference main channel gain and reference
respectively, we rewslg,,

secrecy rate. The SOP in downlink secure transmission ca), o, Qgz, and Qwg as Qse = Bsiv, Qs = BrsOu,

be expressed as

Picious = Pr(Rc (k*, €0) < 7)
max w (o) sk
. ke F pu=1 | phsp/hsr
=Pr ( < VI + ’YTI;;5+1 )
/ / / HPI" wk €0 h5k<—x+z‘f1)
ke
XPhs g (2)Phs g (Y)Pyrp (2)dzdydz
K oo
0 m ) (i 1)z
O3S 3 [ e (ELegete) e
m=0 A,CK 0
‘A’m/‘:m :11<A7n)
[T e (< E) s W (), @)
0 0
=I2(Am)
wherep £ 27, yr £ -, A,, is subset ofC with cardinality
— A 1 H
[Am| = m, F(An) = X ren,, srtaas: andpx(z) is the

the equation. — exp(—

Qsp = BseQEe, and Qi = Breplls, WhereSgsy, Bis, BsE,
and g are positive constant.

WhenI — oo, from (2), the floor of PP

sec,ou

)= [T

11 {1 —exp (— R Gy )} Phse(%)Pyrp(y)dzdy. (6)
kek

¢ IS given as

DL,floor
sec, out =Pr

h
<r]£1€a}é< wi(eo)hsk <

It is known from [12 Proposition 1] that, when MER— oc,

) nx
Llfo)ﬂSkQM(y+1) wy (€0) Bk (y+1

hus, in high-MER regime, we

oo
K
/ 2" exp(—g
0

></ (y + 1)~ % exp(—=L)dy.
0

holds with probability 1 I?1ave

pDL.floorA220 X (Qspire) !
sec,out QF T1 wk(eo)Bsk
ke

)dx

()
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Using [11, egs. (3.351.3), (3.353.2)] in the two integral§d)  where I/ (A,,) = D ke, — L ___ and step (iii) uses

floor wp (€0)Qks,

leads to high-MER asymptotic expressionf. ., multinomial expansion given in (3). With the similar calcu-
lation in (4) and (5), the termd ;(A,,) and J>;(A,,) are

K-1

DL, floor A= 00 K(uBgp)¥ 1 \K-n—1 i . — 1/Qin ) —
PRUSE AKWTE“;?Sf;(ED)BSk[Zm—m(ﬁ) obtained as/yi(Am) = 15 (G J2ilAm) =
ke

n=1 1 £ AR o G (A )| B[ - G (A, WhereGY (A,,) 2
)" exp(ﬁ)Ei(%ﬂ AT @ [+ nF (An)]/Are.
Based on expression (10), a closed-form SOP expression of
which means that the proposed scheduling scheme achieygsproposed uplink user scheduling can be expressed hy usin
a secrecy diversity order d&, i.e., full secrecy diversity. the Total Probability Theorem agUl S, Pr(kt =

sec,out

i)Y uilkt=; in which the termPr(k" = i) is expressed
IV. UPLINK SCHEDULING AND ANALYSIS (similar to derivations in [13, Appendix]) as
Scheduling Schemefor uplink, if userk is scheduled to K-1 (—1)"1/8,
transmit, its transmit power should be setlas= ;- due to  Pr(kf=i)=1+Y_ > 8 , (12)
the interference constraint t/o the primary receiver. SINBa n=1 B, CK\{i} 1/Bis + > ken, 1/Brs
R i A hrsI/hyg .S : ; A =n
SIE;LS IS given ai;kSP:h PTkﬁTerkJso = vg;ip in whichv,s = . [Bnl
s andyrg = “tE. The SINR at the eavesdropper isvhere,, is subset ofC \ {i} with cardinality |B,,| = n.
given asl'y,p 2 IkafTIéZk]@O = 2 in which A Lhip Secrecy Diversity Analysis:As shown in (11), the proba-

Nohy, - N - .
Since information ofiirg is unknown at the SBS, a sec-bility Pr(kT = i) is only related toBs(k € K), and thus, it
ondary transmission outage may happen if the interfereniseindependent fron? and A. With the similar procedure in

from the primary transmitter is large enough. Similar to, (1)), (7), and (8), the high-MER asymptotic expression of the
if the secondary transmission rate i, the uplink TOP floor of PUL, |.+_; is obtained as
sec,out |kl =1

conditioned ory,s is given as se
T K—-1
1 Tes <27 —1 UL,foor| A0 K( K
) ’ , 2 1Bir)
Fout (klss)= a1 % ) Paeciout |t =i = Ay Elwo(€0)]K T1 Brs Z (n—1)!
exp(—==5—), s >2"F 1, Kek n=1

. -1 \K—n—1 -1 \K-1 1 0 —1 —-K
where j7s 2 PZ22s is the mean value ofrs. Here we — *(57;) — (55) eXp(%—E)El(%—E)] o AT
also require that the conditional TOPYL (k|vxs) should be

not more tharg,, which leads tor; < log,(1 + wo(€o)vVrs)
wherewy(ep) = (1 — 751Ineg) 1. To maximally utilize the

Therefore, for the SOP floor of proposed uplink
user scheduling, we have?Ulfoor —  S™E prgt =

sec,out

channel, the secondary transmission rate is sef/tqe)) = i)&i&ffﬂo"m:i A28 A~k | which means full secrecy diver-

log, (1 4+ wo(€o)yrs) if userk is scheduled. sity achieved by the proposed uplink scheduling scheme.
If userk is scheduled, the capacity of wiretap likk— E' is

given byCyr = logy(1+I'xx). So the achievable secrecy rate V. PERFORMANCE EVALUATION

with TOP constraintg is RUE(k, €0) = [ry" (o) — Crr|T =

sec

. y I-h N
[logs (1 + wo(eo) A ) — logy (1 + G Bhie )]+

Sincevyrg andhig are unknown in the secondary syste
it is impossible to maximizeRUL (k, ¢y) in practical user

sec

scheduling. Note that in the expression BEL (K, €0), hir

exists in terMmuwy (eo) =< and term%. Based on

. : n
this, we propose that the scheduled uséris selected as transmitter P — 40dB, and target secrecy rate— 3bps/Hz.
kt = arg maxpex wo(€o)hns-

Closed-Form SOP ExpressionSimilar to (2), for a target For the proposed downlink and 'uplink user scheduliqg
secrecy rate, the SOP if usei is scheduled is expressed aschemes, Fig. 1 shows the SOP obtained from both theoretical

results (denoted as “Exact”) and simulation, wh&his 3

We verify our theoretical results by simulation, in whicleth
mnrimary transmitter, primary receiver, and SBS are located
(—8,1), (-8,-1), and(0,0). Secondary users are randomly
distributed in a circle centered at the SBS and with radius
beingd; = 1. Other system parameters are: path loss exponent
= 3, noise powerN, = 1, transmit power of primary

Plloutlit—i = Pr(Rec(ise0) < 7lk" =) or 6, an eavesdropper is located (a0, 0), and ey = 0.01.
— pr (wO(EO){?SéhkS < b=l whiE/hm) T_he theoretical results exactly match s_imulation resttem
hin i et Fig. 1, as the interference threshaldincreases, the SOP
= /oo /oo /OQ I Pe (hks Bl g4y ) of the prpposed scheduling scheme§ decrez.:\se, anq converge
o Jo Jo i woleo)vr™ © wolco)(=+1) when I is more than 20 dB. This is consistent with our
XDhyg (@)Phip (Y)Prrp (2)dedydz observation in Sections Il and IV that the SOP reaches its

K 0o ) floor when the interference threshold is sufficiently large.
@Z > (—1)’”/ exp (—W) Phip (2)dz When K increases from 3 to 6, the SOP in downlink and
m=0 A, CK 0 uplink largely decrease. This is because a secrecy diyersit

[Am |=m

=J1,i(Am) order of K is achieved by the proposed user scheduling
<[ F'(Am)uy schemes. For comparison, Fig. 1 also includes the simulated
X exp (——3 Phig (Y)Prrs (2)dydz,  (10) T ’ ;
/0 /0 ( i ) BREITE SOP of a genie-aided scheme that has instantaneous channel
=J2.i(Am) gain information of links to the eavesdroppErand selects
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Fig. 1: SOP. Fig. 2: SOP floor versus MER. Fig. 3: Failure probability.

the user such that the achievable secrecy rate is maximiz&8d/GN. Thus, for our considered system, the scheme in [9]
i.e., usemPh* = arg maxyexc[rP (o) — Csp]™ andnVt* =  treats the interference plus noise at SBS and eavesdropper a
arg maxgex|[ry " (e0) — Cre|T are selected for downlink and AWGN with variancesPrQrs + No and PrQrg + No. Fig. 3
uplink, respectively. We also consider the following ait&tive shows thefailure probability (FP) (here a failure is defined
uplink scheduling scheme that does not knbwz andhyr as an event when a transmission outage or a secrecy outage
but knows their mean values: the scheme first substitutes happens) of the proposed uplink user scheduling scheme and
andh g with their mean valueQ g and2; g in expression of user scheduling scheme in [9] with an eavesdropper locdted a
RUL(k, ¢), and then selects the user that maximizes the suld9,0) and K = 6. It can be seen that the AWGN modeling

sec

stituted RUL (k, ¢o). The alternative uplink scheduling schemef primary interference leads to a larger FP. This is because
approximately provides an SOP lower bound for any practicdde primary interference is underestimated by the AWGN
scheduling scheme including our uplink scheduling schenmapdeling. FP of proposed uplink user scheduling scheme is
and thus, is calletbwer-bound-SOP scheme here (denoted as much lower, and largely decreasescaglecreases from 0.1 to
“lower-bound” in Fig. 1). Note that neither the genie-aide@.01, because the TOP of proposed scheme is boundegl by
scheme nor the lower-bound-SOP scheme is practical since a

practical user scheduling scheme does not have informati?ﬁ A G. Fragkiadakis. E 7. T 4 1. . Askoxylakis, &
. . . G, Fragkiadakis, . £. Iragos, an . G. ASKOXYylaki. urvey on
of hrg, hyp or their mean values. In Fig. 1, as expected, security threats and detection techniques in cognitivéoradtworks,”

the proposed downlink user scheduling scheme has the same |EEE Commun. Surv. & Tut., vol. 15, no. 1, pp. 428-445, 2013.
SOP as the downlink genie-aided scheme. The proposed uplif#k Y. Pelit_Y--tC- Liang, K_-t_C- Tec:l, andtvy- ||: LI_,H;‘Securref C%mﬂlclﬂtlfrtl
. . . In multiantenna cognitive radio Networks wi Imperteciannel state
user scheduhng scheme has a higher SOP than that of uplink information.” IEEE Trans. Signal Process., vol. 59, no. 4, pp. 1683
genie-aided scheme, and has an SOP close to that of the lower- 1693, Apr. 2011.
bound-SOP scheme, which means that the proposed uplif# t- %vcang|tﬁ- Zh'allrt\_& th Liang, Y. Xin, and S. C;J_i,“On tfg:ationsgip
. . etween the multi-antenna secrecy communications anatc@gradio
scheduling gcheme can achieve close to the SOP lower bound communications,|EEE Trans. Commun., vol. 58, no. 6, pp. 1877-1886,
of any practical scheme. June 2010.
Next we evaluate secrecy diversity order of the proposed! '\Afl- NE"|<Iashlt?]n, L‘.‘OWe:Rg, T. Q‘i lelong, tG K. dKaragtl\?g?ll(ﬂlzsgga
. . _ . . Nallanathan, n the security of cognitive radio ne
schemes with TOP constraiai = 0.01. For this purpose, we Trans. Veh. Technol., vol. 64, no. 8, pp. 3790-3795, Aug. 2015.
need to plot a curve of the SOP floor versus MER. We consides] F. zhu and M. Yao, “Improving physical layer security f6RNs using
that an eavesdropper is located &,0). Thus, average main
channel gain i$2y; = (ﬁ)*", average eavesdropping channel[6]
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