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Abstract—Worst-case jamming of legitimate communications
over multiple-input multiple-output Gaussian channels is studied
in this paper. A worst-case scenario with a ‘smart’ jammer that
knows all channels and the transmitter’s strategy and is only
power limited is considered. It is shown that the simplification
of the system model by neglecting the properties of the jamming
channel leads to a loss of important insights regarding the effects
of the jamming power and jamming channel on optimal jam-
ming strategies of the jammer. Without neglecting the jamming
channel, a lower-bound on the rate of legitimate communication
subject to jamming is derived, and conditions for this bound
to be positive are given. The lower-bound rate can be achieved
regardless of the quality of the jamming channel, the power
limit of the jammer, and the transmit strategy of the jammer.
Moreover, general forms of an optimal jamming strategy, on
the basis of which insights into the effect of jamming power
and jamming channel are exposed, are given. It is shown that
the general forms can lead to closed-form optimal jamming
solutions when the power limit of the jammer is larger than
a threshold. Subsequently, the scenario in which the effect of
jamming dominates the effect of noise (the case of practical
interest) is considered, and an optimal jamming strategy is
derived in closed-form. Simulation examples demonstrate lower-
bound rates, performance of the derived jamming strategy, and
an effect of inaccurate channel information on the jamming
strategy.

Index Terms—Closed-form solution, lower-bound rate,
multiple-input multiple-output Gaussian channel, optimization,
worst-case jamming.

I. INTRODUCTION

Reliability and security are major concerns in modern wire-
less communications [1]]- [6]]. Due to the rapid development
of wireless communications, threats to reliable and secure
communications are becoming more prevalent as wireless
communication networks of different scales containing devices
for different purposes become more common and widespread.

One of major threats to wireless communications is jam-
ming. Jamming aims at degrading the quality of communica-
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tion or disrupting the information transmission in a commu-
nication system by directing energy toward the target receiver
in a destructive manner [[7]. A jamming attack is particularly
effective because it is easy to launch using low-cost and small-
sized devices while causing very significant disruption [8]. The
threat of jamming has been studied in many works [9]- [I15],
and one of the relevant research interests in this area is to
investigate optimal jamming strategies from the perspective of
a jammer [8], [12]-[16]. Such a perspective helps to reveal the
worst-case effects of jamming on legitimate communications.
In the sequel, the terms of “worst-case jamming” and “optimal
jamming” are used interchangeably where “worst-case jam-
ming” is from the perspective of the legitimate communication
and “optimal jamming” is from the perspective of the jammer.

The study of worst-case jamming is more complicated
when the jammer has multiple antennas. In such cases, the
jammer is able to use more subtle jamming strategies by
adjusting the jamming signal across its antennas and conse-
quently enhancing the effectiveness of jamming on the target
communication. As a result, it is of interest to investigate
worst-case jamming in the scenario in which the jammer and
the legitimate transceivers all employ multiple antennas and
to establish the limits of the jammer in terms of degrading the
quality of the legitimate communication in such situations.
Related problems have been investigated in the literature
[17]- [20]. It is shown in [17] that without knowledge of
the target signal or its covariance, the jammer can only use
basic strategies of allocating power uniformly or maximizing
the total power of the interference at the target receiver. In
[L8], the transmit strategies of a legitimate transmitter and a
jammer on a Gaussian multiple-input multiple-output (MIMO)
channel are investigated under a game-theoretic model with a
general utility function. It is assumed that the jammer and
the legitimate transmitter have the same level of channel state
information (CSI), i.e., both uninformed, both with statistical
CSI, or both with exact instantaneous CSI. Optimal transmis-
sion strategies of the legitimate transmitter and the jammer
are represented as solutions to different optimization problems
for different types of CSI. The optimal jamming of a jammer
on MIMO multiple access and broadcast channels with the
covariance of the target signal and all channel information
available at the jammer is studied in [19] based on game
theory. Some properties of the optimal jamming strategies are
characterized through the analysis of the Nash equilibrium
of the game. A necessary condition for optimal jamming on
MIMO channels with arbitrary inputs when the covariance of
the target signal and all channel information are available at
the jammer is derived in [20]. For the case of a Gaussian
target signal, the solution of optimal jamming is given in
closed-form. However, it is derived without considering the



jamming channel, i.e., the jamming channel is assumed to be
equal to an identity matrix. As a result, the system model
is oversimplified by implicitly assuming that the received
jamming signal at the target receiver is exactly the same as
the transmitted jamming signal at the jammer. With a similar
assumption, a game between a MIMO radar and a jammer
is investigated in [21]] and the strategies of both sides are
analyzed. The worst-case noise, comprised of both multi-user
interference and Gaussian noise, in a multi-user cellular system
is investigated in [22]. The authors of [22] study the worst-case
noise under constraints on its trace, eigenvalues, or diagonal
elements, and the capacity of the considered system is derived
by solving corresponding minimax problems on the noise and
transmit covariance matrices.

With the objective of providing a general solution without
oversimplification of the system model, this work addresses
the problem of characterizing the worst-case effect of jamming
on MIMO Gaussian channels and finds an optimal jamming
strategy of the jammer in the jammer-dominant regime, i.e.,
where jamming dominates noise at the target receiver. Without
the assumption of the jamming channel being equal to an
identity matrix, it can be shown that finding the optimal jam-
ming strategy does not reduce to a power allocation problem
anymore. Moreover, unlike the case in which the optimal so-
lution can be found in closed-form with the assumption on the
jamming channel being equal to an identity matrix, the optimal
jamming solution without this assumption may not exist in
closed-form for non-diagonal jamming channels depending on
the jamming power limit. The main contributions of this work
are as follows]]

First, we show that there is a lower-bound on the rate that
the legitimate communication can achieve regardless of the
quality of the jamming channel, the power limit of the jammer,
and the transmit strategy of the jammer. We give an expression
for the lower-bound rate as well as a condition that assures
the lower-bound rate is positive. Moreover, it is shown that
a non-zero lower-bound rate is not necessarily a result of the
jamming channel having lower rank than (or spanning a subset
of) the legitimate channel. It also depends on how the jamming
power is directed toward the target signal at the receiver via
the jamming channel. This result was not obtained in previous
works in which the jamming channel is assumed to be equal
to an identity matrix.

Second, we characterize general forms of the optimal jam-
ming strategy. Based on the general forms, it is shown that
neglecting the jamming channel leads to a loss of important
insight into the jamming strategy, i.e., the jammer should
generally allocate more power on weak subchannels in the
optimal strategy. Moreover, we show that when the power
limit of the jammer is larger than a threshold, the optimal
jamming strategy can be obtained in closed-form from the
general forms. It includes the scalar solutions in [20] and [21]
as special cases in which the jamming channel is equal to an
identity matrix. When a closed-form solution is not available,
insights into the jamming strategy can still be provided based
on the characteristics of the general forms.

ISome very preliminary results have been presented in [23].

Third, we focus on the practical scenario in which the
effect of jamming dominates the effect of noise and find a
closed-form optimal jamming strategy in the jammer-dominant
regime. It is shown that there is a unified closed-form solution
for the optimal jamming strategy in this regime. Moreover, it is
shown that the proposed closed-form solution in the jammer-
dominant regime leads to performance very close to optimal
even for the scenarios in which the effect of jamming is not
dominant.

The rest of the paper is organized as follows. Section [II
explains the system model considered in this work. The
problem of finding a lower-bound rate for the legitimate
transceiver and general forms of the optimal jamming strategy
is investigated in Section [l where closed-form solutions
are derived when the power limit of the jammer exceeds a
threshold. The scenario in which the effect of jamming is
dominant over the effect of noise, i.e., in the so-called jammer-
dominant regime, is studied in Section and a closed-form
solution for the optimal jamming strategy is found. Section [V]
discusses simulation examples confirming the results obtained
in the previous sections, and Section [VI] concludes the paper.
Section [VII “Appendix” provides proofs for the lemmas and
theorems.

II. SYSTEM MODEL

A legitimate transmitter with n¢ antennas sends a signal s to
a receiver with n, antennas. The elements of s are independent
and identically distributed Gaussian random variables with
zero means and covariance Qs. A jammer with n, antennas
attempts to jam the legitimate communication by transmitting
a jamming signal z to the receiver. Denote the channel from the
legitimate transmitter to the receiver as H, (of size n, x ny)
and the jamming channel from the jammer to the receiver
as H, (of size n, x n,). The case of block fading channels
is considered here. Therefore, the channels remain constant
during a fading block. In the presence of the jamming signal,
the received signal at the receiver can be expressed as

Yy = HrS+HZZ+n; (1)

where n is Gaussian noise with zero mean and covariance 1.
Here I denotes the identity matrix of an appropriate size. Note
that given the Gaussian channel and Gaussian target signal,
the worst-case jamming signal should also be Gaussian [24].
Denote the covariance of z as Q,. Then the information rate
of the legitimate communication in the presence of jamming
is expressed as

R =log I+ H,QH"(H,Q H! + 7°T)7!|, (2

where | - | and (-)¥ denote the determinant and the Hermitian
transpose, respectively. The jammer aims at decreasing the
above rate as much as possible given its power limit P,.
If the jamming channel H, is unknown, the jammer has
no better strategy than uniformly allocating its transmission
power, ie., Q, = P,/n, - I. If the jammer knows H, but
not Qs and/or H,, it can maximize the jamming power at
the receiver, i.e., maximize Tr{H,Q,H.'} [17], where Tr{-}
denotes the trace. In both of the above two cases, the optimal



TABLE I: Table of Notations

X matrix
Tr{X} the trace of X
IX| the determinant of X
X >0 X is positive definite
X0 X is positive semidefinite
XH the Hermitian transpose of X
Uy, U, |the unitary matrix consisting of left-singular vectors of H;, H,
Vi,V |the unitary matrix consisting of right-singular vectors of H,, H,
Q:, 0, the diagonal matrix consisting of singular values of H,, H,
(_Zr, Q, |the block of Q., 2, consisting of only positive singular values
Ux the unitary matrix consisting of eigenvectors of X
Ax the diagonal matrix consisting of eigenvalues of X
Ax the block of Ax consisting of only positive eigenvalues
Ux1 the columns of Ux corresponding to Ax
Uxo2 the columns of Ux corresponding to zero eigenvalues

strategy of the jammer is well-known. In this paper, similar
to [19], [20], and [21]], the jammer is assumed to have the
knowledge of H,, H,, and Qs but not s. For example, the
jammer may obtain information on H, and H, when it is
also capable of eavesdropping and the channels are reciprocal.
The jammer is not able to perform correlated jamming [25].
However, the jammer can use the available knowledge to find
the optimal Q. such that the rate (2) is minimized. It should
be noted that the worst-case perspective of the study aims at
understanding a limit on what can be achieved by jamming and
the resulting jamming strategy. Therefore, the practicality of
the results lies in the fact that, given a specific problem setup,
the obtained results can be used to understand what would be
the effect of jamming in the worst-case. It should be noted
that the assumption on the availability of H, is weaker than
the assumption imposed by neglecting the jamming channel
as considered in [20] and [21]]. In the latter case, the jamming
channel has been assumed not only to be known but also to
be equal to an identity matrix.

Given the above system model, we are especially interested
in the case in which the effect of jamming on the received
legitimate signal dominates the effect of the noise. It is worth
noting, however, that the noise term in @) cannot be simply
neglected in general due to the fact that the term H,Q,H! can
be rank-deficient, e.g., when H, does not have full row rank.
It will also be shown later that the optimal form of HZQZHE
is rank-deficient when HrQSH? is rank-deficient. There was
no need to address these cases in [20] and [21] where the
jamming channel H, was assumed to be I. As a result, while
we focus on the case in which jamming dominates noise, we
do not neglect the noise term o2I. Instead, we define a jammer-
dominant regime which will be explained in detail later and
find an optimal jamming strategy in this regime.

The symbols and notations used in this paper are summa-
rized in Table [I] for clarity of presentation.

III. LOWER-BOUND RATE AND GENERAL FORMS OF
OPTIMAL JAMMING STRATEGY

In this section, we first investigate the effect of jamming on
the legitimate communication with the objective of finding a

part of the information rate of the legitimate communication
which is unaffected by jamming. This unaffected part of the
information rate is of interest because it leads to results on the
lower-bound rate of the legitimate communication. Then, we
study general forms of the optimal jamming strategy, which are
fundamental for finding closed-form solutions of the optimal
jamming strategy.

A. Lower-bound rate for legitimate communication

Given the system model, an optimal jamming strategy can
be found by solving the following problerrE:

néin R’ (3a)
s.t. Tr{Q.} < P,. (3b)

With only one pair of transceivers, the above problem is a
basic jamming problem on a MIMO channel. While the above
problem is convex, our objective is to gain insights into the
optimal jamming strategy and the corresponding effect on
the legitimate communication, which cannot be provided by
a numerical solution. We also aim at finding a closed-form
solution for the optimal jamming strategy when possible.

Note that problem (@) can be extended to a maxmin
problem in which, given the optimal jamming strategy, the
legitimate transmitter aims at maximizing its information rate
under jamming. Such extension is straightforward since the
optimal strategy of the legitimate transmitter is to consider
the jamming signal as noise and use waterfilling to obtain
its optimal transmit covariance. Therefore, our focus in the
sequel will be on deriving the optimal jamming strategy of
the jammer.

Denote the singular value decomposition (SVD) of H, as
H, = UZQZVE and the rank of H, as r,. The matrices
U,, ©Q,, and V, are of sizes n, X n,, n, X n,, and n, X n,,
respectively. Denote the SVD of H, as H, = U, Q, V. The
matrices U,, Q,, and V., are of sizes n, X n,, n, X ny, and
ng X ng, respectively. Define

B £ U}'H,Q.H/'U,. )

Note that B has the same rank as HrQSHfI. Using the
definition of B and the SVD of H,, the objective function
in @) can be rewritten as

R’ =log 1+ B(Q,Q,Ql! ++21)7, )
where
Q. 2VviqQ,v.,. (6)
Lemma I: If we denote B using blocks such that
Th o me—Ty,

S o

and define
B 2 B, — Bi2(0?I 4 Byy) " 'Bayy, (8)

2The positive semi-definite constraint Q, > 0 is assumed by default and
it is omitted for brevity throughout this paper.



then B is positive definite (PD) if B is PD.

Proof: See Subsection [VII-A] in the Appendix.

Before solving the optimization problem (), it is essential
to express the objective function of problem (@) in a different
form so as to reveal the optimal structure of Q,. Denote the
diagonal matrix €2, using blocks as

Tz Ny —Ty
Q, o0

Ny —Tz

Qé”[

where Q, is an r, X 7, diagonal matrix made up of the
positive diagonal elements of €2,, and 0 denotes an all-
zero matrix of an appropriate size. It can be seen that the
allocation of jamming power should be limited to at most r,
dimensions corresponding to the 7, non-zero singular values
of €2,. Indeed, allocating jamming power anywhere else has no
effect on the received signal and only leads to jamming power
waste. As a result, QZ should adopt the following form:

Tz Nz —Tz

A Tz ; ]-‘Z
Q= . {I‘H 0 ]

where Q, and T', are to be determined. The matrix I', does
not affect the rate of R’ in (3). Therefore, T, is set to be 0
for simplicity and consequently

(10)

A r, ; 0
a=" [T 0 a
Let us define a new matrix €2, given as
Tz Ny —7Tz
Q£ " [% (I) } (12)

The channel matrix ﬁz has size n, x n;, which is larger than
the size of €, if n. > n,, smaller than the size of €2, if
n, < n,, and has the same size as Q, if n, = Ny Also define
the following new jamming covariance matrix Q,:

Ty Ny —7Ty
5 A T Q. 0
RN
where Q, is the same as in (I0).
V\[ith the above definitions 0~f QZ and Q., it can be seen that
Q,Q,0 in @) is equal to 2,Q,, (note that Q! = Q).
As a result, the rate in (3) can be equivalently rewritten as

13)

R’ =log|T + B(Q,Q,Q, + o*1)7!|. (14)
Therefore, we consider ﬁz and QZ as the equivalent channel
matrix and the equivalent jamming covariance matrix to 2,
and QZ, respectively. The advantage of solving the optimiza-
tion problem (@) using the above equivalent form of the
objective function is that flz in (14) is always PD and therefore
can be extracted from the inverse term, which simplifies the
solution finding procedure.

Using the above observations and equations (&) and (1) it

can be seen that the optimal form of Q, is

_ Q, 0|ynm

QZ—VZ[0 ol Vi (15)

where the two diagonal blocks in the block diagonal matrix
have sizes r, x r, and (n, — r,) x (n, — r,), respectively.

Lemma 2: A lower-bound rate that can be achieved given

the transmit strategy of the legitimate transceiver Qg and the
legitimate channel H, is

R® =log

1
I+ —2B22 ) (16)
g

while the minimization of R’ with respect to Q, is equivalent
to the minimization of

R =log|I+;'BQ, ' (Q, + D), (17)

where D £ 52Q 2.

Proof: See Subsection [VII-Blin the Appendix.

Since Bgy > 0 (which follows from (7) and the fact that
B > 0), it can be seen from Lemma 2 that R° = 0 only when
(1) n, =r, or (2) n, > r, and Byy = 0.

In the first case, the jammer has at least the same number of
antennas as the receiver and the jamming channel has full rank.
Therefore, the column space of H, includes the column space
of H, as a subset. Thus, the jammer can spread its jamming
power on all the data streams (on the eigenchannels of H,)
of the legitimate communication. As a result, the legitimate
communication does not have a positive lower-bound data rate.

In the second case, By2 = 0 implies two things. First,
the received legitimate signal has a rank no greater than r,.
Second, using (@) and (@), it can be seen that Boy = 0 leads
to a requirement on how the jamming channel directs the
jamming signal to the receiver. Specifically, for R to be 0, the
columns of U, corresponding to the zero eigenvalues of H,
must belong to the null space of the received signal covariance
H,Q.H!. Consequently, the jamming power must be directed
so that all data streams of the legitimate communication are
subject to jamming.

The above two cases can be summarized as a sufficient
and necessary condition for R? to be 0. Specifically, the
lower-bound rate is zero if and only if the span of the
jamming channel includes the span of H, Q,H as a subspace.
Otherwise, the jammer cannot jam all the data streams of the
legitimate communication and the legitimate transceiver can
achieve a positive minimum rate through the data streams
which are not jammed. Note that even if the rank of the
jamming channel is higher than that of the legitimate channel
(and thereby the jammer has more spatial degrees of freedom),
the legitimate communication may still achieve a positive
lower-bound rate depending on how the jamming signal is
directed.

Following the above discussion, conditions for the lower-
bound rate R° to be positive depending on the rank of B can
be given.

Lemma 3: Denote rg as the rank of B. The following
results regarding R > 0 and rg hold:

1) RO must be positive if 7 > 7.



2) RY can be positive as long as rg > 0.

Proof: See Subsection [VII-C] in the Appendix.

As can be seen from @) and (I8), the lower-bound rate R°
does not depend on the jamming signal Q/, or either of Q,
and V, in the jamming channel. The only factors related to
jamming that the lower-bound rate depends on are the rank r,
and the matrix U,. As a result, given r,, the rate RO does
not depend on the specific jamming signal or the channel
gain of the jamming channel but rather on how the jamming
signal is directed towards the receiver, i.e., the alignment of the
jamming signal towards the received legitimate signal. Given
the above fact, it is of interest to find the U, that leads to the
smallest R given H,Q,H!.

Lemma 4: Given H,Q,HY, R" is minimized when the
las ny — r, columns of U, consist of the eigenvectors
corresponding to the smallest n, —r, eigenvalues of HTQSH?.
If the legitimate transmitter uses waterfilling, R is minimized
when the last n. —r, columns of U, consist of the last n, —r,
columns of U;,.

Proof: See Subsection [VII-DJ in the Appendix.

It should be noted that minimizing R° is only minimizing
the lower-bound rate. It is different from minimizing the infor-
mation rate of the legitimate communication under jamming,
which we will study next.

B. General forms of optimal jamming strategies

Given the above lemmas, we next solve the problem (@) by
finding the optimal Q. in (I3). Denote
A2Q7'BQ L (18)
The following theorem investigates the optimal form of Q/,
when A is PD .
Theorem 1: In the case in which A > 0, the general form
of the optimal Q/, for the jamming problem (@) is given by

1
2
Q. =A? <A%(AI +Z)'AE 4 11) As — %A -D,

4
19)

where ) is chosen so that Tr{Q,} = P, and Z is a positive
semi-definite (PSD) matrix that satisfies Tr{ZQ_.} = 0.

Proof: See Subsection [VII-E] in the Appendix.

The parameters A and Z in (I9) are in fact the Lagrange
multipliers associated with the constraints Tr{Q.} < P, and
Q. = 0, respectively. As mentioned earlier, a special case
of the problem (@) that assumes the jamming channel H, to
be the identity matrix I has been investigated in [20] as well
as in the game theoretic setup for MIMO radar application
[21]. Under this special assumption, EJZ, Q,, and Vg are
all equal to I. Consequently, A and €2, simplify to B and
I, respectively. With the above simplifications, the problem
of finding an optimal jamming strategy reduces to finding an
optimal jamming power allocation, and the solution is given
in a scalar form.

It should be noted that neglecting the jamming channel leads
to a loss of insight into the effect of the jamming channel

3By ‘last n columns’ in an eigenvector matrix, we refer to the n columns
of eigenvectors corresponding to the n smallest eigenvalues.

on the jammer’s strategy. Before showing the effect of the
jamming channel, we briefly explain the difference in finding
the solution with and without considering the jamming channel
as follows. Without considering the jamming channel, the
problem becomes minimizing the following objective function:
R =1logI+Q,'BQ, '(Q, +1) ! (20)
subject to the jammer’s power limit. If we create a new variable
X such that X = Q/ + L, it is not difficult to obtain a closed-
form solution for X subject to the power constraint Tr{X} <
Tr{Q, + I}. The optimal solution for Q) is then X — I if
the result is PSD. When the result is indefinite, we can still
obtain a closed-form solution for Q. from the solution for X
based on projection, i.e., projecting the negative eigenvalues of
Q. to zero and reducing the positive eigenvalues accordingly.
This is possible because the eigenvalues of Q. are equal to
the eigenvalues of X minus 1 while the eigenvectors remain
the same. However, when the jamming channel is considered
and I in the brackets in (20) is replaced by D, the above-
mentioned method is not applicable anymore. Indeed, although
D is a diagonal matrix, it is in general impossible to know
the eigenvalues of X — D based on a non-diagonal matrix X.
Therefore, it may be impossible to find a closed-form solution
in general. However, the obtained general form of the optimal
jamming strategy in (I9) can lead to the optimal closed-form
solution in special cases. The following remark provides an
example.
Remark 1: In the case in which A >~ 0, there is a threshold
value for F,, denoted by P, such that when P, > P; the
optimal Q/ is a PD matrix given by

1
/ (1., 1.\2 1 1

Q, =A-z (}\A —|—4I) Az 2A D. 21
The justification for the expression 2I) when Q. is PD is
straightforward. Given the constraints Tr{ZQ.,} = 0 and
Z =< 0 in Theorem 1, it holds true that Z = 0 if Q, is
PD. Substituting Z = 0 in (I9) leads to @2I). The threshold
P is the trace of Q, when the minimum eigenvalue of Q)
in 1) approaches zero. The threshold P can be determined
numerically given a specific problem although it cannot be
simply expressed as a function of other parameters. If we
search for )y such that the minimum eigenvalue of Q. in
@1) is 0 when X is equal to )y, and becomes positive when
A becomes larger than A, the trace of Q, with A substituted
by Ag is equal to P.

It should be noted that the solution (21 includes the scalar
solutions in [20] and [21] as special cases in which the
jamming channel is equal to an identity matrix.

The solution (21I) can be used to demonstrate the effect
of the jamming channel on the optimal jamming strategy. In
order to isolate and reveal this effect of the jamming channel,
consider the case in which H;, Qs, and correspondingly B
are equal to I. As a result, the target signal H,Q.H! at the
receiver is an identity matrix, and the effects of the variance of
the target signal and of the legitimate communication channel
on the jamming strategy are eliminated. In this case, using the
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Fig. 1: lustration of the effect of the jamming channel on the
optimal jamming strategy.

definition of A and D, Q/, in (I9) becomes

1

Q - (ls‘z? + 164) Colge g2
z A zZ 4 z 2 V4 zZ
In the above expression, Q, becomes a power allocation
matrix. The power allocation across the diagonal elements of
Q. depends on €2, and is of interest. Following the form of
[@2), a function f(w, A\, 0?) can be defined as follows:

1

2
flw,\,0?) = (%wQ + iw‘l) - %w*Q —
The plot of f(w, A, 0?) versus w? (02 is fixed at 0.01) and \ is
shown in Fig. [[l which explicitly demonstrates the following
effects of jamming channel on the optimal jamming strategy.

First, for a given power budget (fixing \), the jammer allo-
cates more jamming power on the weak jamming subchannels
(corresponding to the small elements of €,) as compared
to its power allocated on the strong jamming subchannels
(corresponding to the large elements of €,). This can be
seen from Fig. [I] because a smaller w generally leads to a
larger f(w, \,0?) for a given \. Although it seems counter-
intuitive that it is optimal for the jammer to use most of its
power on weak jamming subchannels, it should be noted that
the target is a signal transmitted through a MIMO channel
that has multiple data streams. While some streams might
be significantly reduced if the jammer allocates most of its
power on the strong jamming subchannels, the effect of such
a jamming strategy on other streams can be very limited
due to the combination of limited remaining jamming power
and weak jamming subchannels. Therefore, the jammer takes
advantage of the stronger jamming subchannels by achieving
a decent jamming effect with limited jamming power, and
achieves the overall optimality by allocating the remaining
power on the weaker subchannels.

Second, although in general more jamming power is al-
located on weak jamming subchannels, the jammer reduces
its power allocation on a subchannel when it becomes too
weak, reaching a certain threshold. This is intuitive since if the

(22)

2w (23)

most jamming power is allocated to the worst subchannel, a
subchannel with zero gain would be allocated with the largest
portion of the jammer’s power. This is clearly not optimal.
Therefore, as can be seen from Fig. [l f(w, \,02) decreases
when w? /02 becomes too small for a given power budget, or
equivalently, for a given .

Third, when the power limit of the jammer increases (or
equivalently, A decreases), the majority of the extra power is
allocated on weak subchannels. This can also be seen from
Fig. [l by comparing two curves with different values of \.

The above insights in the optimal jamming strategy obtained
from exploring the general form (19), which leads to the
solution (2I)) and consequently 22) and (23), cannot be seen
if the jamming channel is neglected.

C. Characterization of Z and \

In order to obtain more insights from the general form of the
optimal Q. in (T9), the properties of Z and A are investigated
in this subsection.

Theorem 2: Q’, in (I9) is PSD when

Z< (DA 'D+D) ' - AL (24)

Moreover, Q. = 0 when the equality holds.

Proof: See Subsection [VII-H in the Appendix.

Using Theorem 2 and Remark 1, Z can be easily found
for two special cases. The first special case is when P, is
sufficiently large such that Q. is PD, and in such case Z = 0.
The second special case is when P, approaches zero and as a
result Q/, approaches 0. In this case, Z = (DA~'D+D)~ ! —
AL However, for all other possible P, in between, Z and A
are yet to be characterized.

Denote the ranks of Z and QJ by rz and rq, respectively,
and the eigenvalue decomposition (EVD) of Z as

Tz T2TZ Az 0 Uy,
Z= [ Uz Ug | a | (25)
0 o0 || UL
and the EVD of Q. in (19) as
Qe TaTTQ Aq O Ugl
Q. = U1 Ug: (26)
U Uaa [ 7 U,

The following theorem is in order.
Theorem 3: For all choices of P,, rz + rq < n, and the
Z in (I9) must satisfy the following condition:

Az = (U3, (DA™'D + D)Ugz;) ' — AL

Proof: See Subsection in the Appendix.

Theorem 3 leads to several results that characterizes Z and
A. An immediate result based on Theorem 3 is given in the
following remark.

Remark 2: Z in (19) always satisfies the condition that
UL, (DA7'D + D)Ug, is diagonal.

Combining Theorems 2 and 3, a further characterization of
A can also be obtained.

Lemma 5: Define \* such that Q) in @I) is PD for all
A < A* and indefinite for all A > A\*. Denote the maximum

27)



max mi Il

and minimum eigenvalues of DA~™'D+D as x** and %
respectively. When Z # 0, it holds that 1/puR®* < \* S

Proof: See Subsection [VII-H] in the Appendix.

Summarizing the above results, the corresponding change
in Z and )\ versus the jamming power P, is identified. When
P, is sufficiently large such that Q. is PD, then 0 < A < A\*
and Z = 0. As P, decreases, \ increases. Meanwhile, Az in
@7) gradually grows larger in size, and as a result the rank of
Z increases while the rank of Q. decreases. Ultimately, when
P, approaches zero A approaches 1/p2™ and Z approaches
(DA'D + D)~! — MI while Q/, approaches 0.

It should be noted that A is different if the jamming
channel H, is assumed to be I. In that case, Z is always
0 while A\ varies from O (when the jamming power P, is
infinite) to positive infinity (when the jamming power P, is
0). Without considering the jamming channel, the parameter A
is enough for adjusting the jamming strategy, which reduces
to a jamming power allocation strategy given a target signal.
However, when H, is not equal to I, the jamming strategy
has to be adjusted according to not only the power limit
but also the jamming channel. The matrix Z can be seen
as the parameter to adjust the jamming strategy according
to the jamming channel, which explains why Z must always
satisfy (27) (in which D is a characterization of the jamming
channel).

The results in Theorem 2 and 3 can also be used for
obtaining an efficient suboptimal jamming solution which
requires a search over A instead of solving semi-definite
programming problems. The main idea lies in the choice of
Uz in @7) among those which diagonalize DA~'D + D.
The details, however, are beyond the scope of this study.

D. The case when A = 0

In the case in which A is PSD but not PD, assume that the
rank of A is ra. Denote the EVD of A as UoAAUY and
the block expression of A as

TA Tz—TA

Apr O
[ Uar Uaz |

0 O

H
UAl

I

When A is PSD but not PD, the problem of minimizing
R’ subject to the jammer’s power constraint is not a strictly
convex problem. Therefore, the optimal solution is not neces-
sarily unique and the result in Theorem 1 cannot be directly
extended. The following theorem gives a general form of one
optimal Q/, that minimizes R’ when A is a PSD matrix but
not PD.

Theorem 4: When A is PSD but not PD, a general form of
one optimal solution Q,, to the jamming problem (3)) is given
by

A=

] .8

i/ 1 1.\?_1
Q —UAl(A (AA%()\I—FZ)‘IAA;—FZI) AL

1
2
A
)U};{l + U UL, DU, UYL, - D, (29)

1
2

where A is chosen so that Tr{Q_} = P, and Z is a PSD matrix
that satisfies ZQ,, = 0.

Proof: See Subsection VI in the Appendix.

Note that although the expressions of the general forms (19)
and 29) are similar, the expression (29) cannot be directly
obtained from the results when A is a PD matrix. In fact,
finding the general form of the solution is more challenging
when A does not have full rank and, as a result, the solution is
not unique. Intuitively, the general form given in (29) suggests
that the jammer focuses all its jamming power onto the positive
eigenchannels corresponding to the positive eigenvalues of A
while avoiding ‘spilling’ jamming power into the null space of
A. The implementation of the above idea in the solution (29)
can be verified by observing the fact that U§2QIZUA2 =0
with Q. given by (29), and the fact that the expressions for
UL Q. Ua; using Q. given by 29) and (I9) are the same.
The latter fact implies that the allocation of jamming power
on the positive eigenvalues of A in (29) is optimal. In fact,
it can be seen that the jamming strategy (29) approaches that
given by (19) as the rank of A increases. Indeed, substituting
Uai1 = Ua and Ups = 0 into (29) leads to (19).

Remark 3: In the case in which A is PSD but not PD,
there is a threshold value for P, such that when P, exceeds
the threshold the optimal Q/, is a PD matrix given by

1 /1- ., 1.\%-1 1.
Q, =Ua: (A; (XAAl + ZI) Aj - 5AA>U£.{1

+ U UL, DU, U, — D. (30)

The justification is similar to the one used for Remark 1 and
the threshold value of the power limit can also be found using
similar approach to that used before, and thus we omit the
details for the sake of brevity.

IV. OPTIMAL JAMMING STRATEGY IN THE
JAMMER-DOMINANT REGIME

The results on the general forms of the optimal jamming
strategy obtained in Section [[II] lead to closed-form solutions
in some special cases, i.e., when the power limit of the jammer
is larger than a threshold. Nevertheless, the optimal jamming
strategy in general has not been covered yet. This section aims
at finding the optimal jamming strategy in closed-form in the
general case. The general optimal jamming strategy will be
investigated in the scenario in which the effect of jamming
on the legitimate communication dominates that of the noise.
In order to characterize this scenario and find the optimal
jamming strategy, we define a jammer-dominant regime as
follows.

Definition 1: The jammer-dominant regime is the collection
of all possible combinations (Q,, D) such that

Q -0,D=0¢%Q,2>0 31)
Ui (Q, —D)Uq: ~ 0 (32)
Tr{D} < nTr{Q.}, (33)

where 1 is a small positive number which characterizes the
threshold beyond which jamming dominates noise.

With the above defined jammer-dominant regime, when a
given combination of Q, and D lies in the regime, the effect



of noise is considered to be negligible as compared to that
of jamming. Accordingly, we consider UngUQl negligible
as compared to Ung;UQl in the jammer-dominant regime.
Note that the above assumption is not equivalent to neglecting
D as compared to Q. since the rank of Q] matters in the
definition (31) - (B3).

Remark 4: The following properties hold for any Q. in the
jammer-dominant regime defined by (31)) -

e« When Q, = 0, UIDU, is negligible as compared
to UQ/U, for an arbitrary unitary matrix U, (with
an appropriate size). The reason is that Ug; becomes
Uq, when Q, >~ 0. As U%{DUQ is negligible as
compared to UgQ’ZUq, sois U, UQ(UgDUQ)UgUa
as compared to Ul'Uq (UgQ;UQ)UgUa.

e When Q, > 0, UEUngUglUb is negligible as
compared to UEUng’ZUglUb for an arbitrary unitary
matrix U, (with an appropriate size).

o For any PSD matrix C such that C < D given that (Q,,
D) lies in the jammer-dominant regime, UglcUQl is
also negligible as compared to Ung;UQl, ie., (Q,
C) also lies in the jammer-dominant regime.

e Given Q., if (Q,,D;) and (Q,,D5) are both in the
jammer-dominant regime, then (Q.,aD; + (1 — a)D»)
also lies in the jammer-dominant regime for any o €
[0, 1]. Therefore, the jammer-dominant regime is convex
for any given Q..

The conditions (31)-(33) in Definition 1 specify a region that
does not depend on a specific problem or system configuration.
However, our focus is to investigate the optimal jamming
strategy for any given specific problem in which the effect
of jamming on the legitimate communication dominates the
effect of noise. The following characterizes the problems in
which we are interested.

Definition 2: A jammer-dominant problem is a problem in
the form of (@) that has an optimal solution in the jammer-
dominant regimeﬁ

Now the focus is clear, the optimal jamming strategy can be
investigated. For a jammer-dominant problem, which has an
optimal solution in the jammer-dominant regime, the following
theorem gives the optimal solution of the jamming strategy
represented by Q..

Theorem 5: In the jammer-dominant regime, an optimal Q,
to the jamming problem (@) is given by

1
Q= Uni((+Aa+ A3 )
o= Uar{ | YA T AR
where ) is chosen so that Tr{Q,} = P,

Proof: See Subsection [VII-]] in the Appendix.

Unlike the general forms for the optimal jamming strategy
in (T9) and 29), the Q,, given in (34) gives the specific optimal
solution in the jammer-dominant regime. Moreover, unlike the
optimal solutions @2I) and (BQ) for the special cases when
the jammer has a sufficiently large power budget, the optimal

1-
— §AA) UL, (34)

“4Hereafter we use for brevity the expression ‘@Y is in the jammer-dominant
regime’ to express that ‘the pair (QJ, D) is in the jammer-dominant regime’.

3The term ‘an optimal solution’ is used here because the optimal solution
can be non-unique.

solution Q. in (@34) applies without extra conditions in the
jammer-dominant regime. It also unifies the cases A > 0 and
A > 0.

Given the solution (34), the condition in (32) becomes

1- 1- 2 1-
(XAA + ZAQA) = Ui, DUx; + §AA- (35)

Note that while a sufficient condition on X to satisfy (33) can
be obtained, an explicit condition in terms of a closed-form
threshold of A cannot be given.

Now the constraints (32)-(33) in Definition 1 can be rewrit-
ten as

1- 1- B 1-
(XAA + ZA,i) = UL, DUA; + sha G0
(37)

Given a specific problem, (37) should be checked first. If
@D is satisfied, the parameter A in (34) can be found by a
bisection search so that the trace of Q. in (34) is equal to P,.
Then, the resulting A can be used to determine whether (36)
is satisfied.

It is worth noting that it is possible to extend the results on
optimal jamming strategies including (34) to multi-user MIMO
jamming. Examples include jamming MIMO multiple access
channels and jamming time division multiplexing (TDM)
or frequency division multiplexing (FDM) based multi-user
MIMO systems. While the extension is straightforward math-
ematically, it should be noted that the jammer needs the related
CSI and the transmit strategy of all target communications for
optimizing its strategy for optimal jamming.

It is also possible to extend the results considering multiple
jammers. If the jammers are not coordinated with information
of their channels and jamming power limits shared, then the
best strategy for each of them is to determine its jamming
strategy as if it is the only jammer. In the case in which
the jammers are coordinated with each other and share their
channel and power limit information, they may achieve a
jointly optimal jamming strategy. Specifically, the jammers can
form a virtual jammer which has a number of antennas equal
to the sum of the antennas of all jammers. Then, the jammers
can jointly optimize a single jamming covariance matrix for
the virtual jammer with power constraints for the diagonal
blocks of the jamming matrix. Further details, however, are
beyond the scope of this study.

Tr{D} < nP,.

V. SIMULATIONS

Example 1: The jammer-dominant regime. In this simulation
example, the number of antennas at the legitimate transmitter,
the receiver, and the jammer are set as ny = 4, n, = 3, and
n, = 3, respectively. The transmission power of the legitimate
transmitter, denoted as P, and the noise power are set such
that P; /Tr{o*I} = 10 dB. The legitimate transmitter allocates
its power based on the waterfilling process. As the nature of
jamming is to destructively focus energy towards the target, the
jamming power is assumed to be at least of the same level as
the legitimate transmission power [9]]. Therefore, we vary the
power limit of the jammer P, such that P,/P; ranges from
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v/, (dB) PR Ap)
Fig. 2: Probability that the jamming solution given by (34)
lies in the jammer-dominant regime versus the jammer power
limit and jamming channel, n = 0.1.

0 dB to 20 dB. The elements of the legitimate channel H,
are generated from the complex Gaussian distribution with
zero mean and variance v, = 1. Note that we consider the
case of block fading channels. Different channel realizations
correspond to different fading blocks. The elements of the
jamming channel H, are generated from the complex Gaussian
distribution with zero mean and variance v,. The value of v,
varies such that v, /v, varies from -10 dB to 10 dB. The scaling
factor n in (33) is set to be 0.1.

Given each combination of P, and v,, we use 3000 channel
realizations and calculate the probability, denoted by PP, that
the solution given by (34)) lies in the jammer-dominant regime
as defined by (3I)-(33). The result is plotted in Fig. 2l It can
be seen from the figure that for the case in which the jammer
does not have any advantage in either transmission power or
channel strength, e.g., P,/P;, = 0 dB and v, /v, = —0.5 dB,
there is only a 21% chance that the solution (34) falls into the
jammer-dominant regime and thus is optimal. However, when
P,/ P, increases by 5 dB (or by 9 dB) while v, /v, remains at
—0.5 dB, the solution (34) is in the jammer-dominant regime
and thus is optimal for 70% (or 87%) of channel realizations.
In fact, it can be seen from the figure that for most of the
combinations of P,/P; > 0 dB and v,/v, > 0 dB, the chance
for solution (34) to be optimal (i.e., in the jammer-dominant
regime) is very high.

Example 2: The lower-bound rate. In this example, we
demonstrate the lower-bound rate that can be achieved under
jamming versus the power limit of the legitimate transmitter.
The transmission power of the legitimate transmitter varies
such that P,/Tr{o?I} ranges from —10 dB to 20 dB. The
elements of the legitimate channel H, are generated from
the complex Gaussian distribution with zero mean and unit
variance. For each combination of n, n,, and n, tested, we
calculate the lower-bound rate R° for 10000 channel realiza-
tions and the results are shown in Fig. Bl Moreover, Fig. [
demonstrates the ratio of R° to the maximum rate achievable

25

——ny=4,n, =4,n, =1

ne=4,n =4,n, =2
201
——ny=4,n.=4,n,=3
——ny=4,n,=4,n,=4
15} —%—ny=5,n=3,n, =2

—a—ny=5n=3,n,=3

i i i &y &
vvuvvvvvvvvv\gvv

-1 -5 0 5 10 1

oo—e——=%

R/Tr{o?I} (dB)

Fig. 3: Lower-bound rate versus P,/Tr{c?I} for different
values of n¢, n;, and n,.

0.9
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0.1 4
—8—n=5n=3,n,=3
e ]
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P/Te{?1} (dB)

Fig. 4: Ratio of the lower-bound rate to the maximum rate
without jamming versus P, /Tr{c?I} for different values of
Nt, Nyp, and n,.

without jamming (denoted as R™) versus P;/Tr{c?1}.

It can be seen from Fig. [ that, when ny = n, = 4,
increasing n, from 1 to 2 decreases the lower-bound rate
by approximately 1/3. The same scope of decrease can be
observed when n, is increased from 2 to 3, or from 3 to 4.
The reason is that the legitimate communication has 4 —1 =3
data streams unaffected by the jammer when n, = 1. When
n, 1s increased from 1 to 2, the unaffected data streams reduce
by 1/3. Fig. [ shows that while the lower-bound rate increases
with P, the ratio of R%/R™ is almost constant. Therefore,
statistically, it is possible to obtain an approximate expected
value of the maximum achievable rate that still can be achieved
under the worst-case jamming using only the knowledge of n,
ny, and n,.

Example 3: Comparison of jamming strategies. In this
example, we demonstrate the information rate of the legitimate
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TABLE II: Summary of Results

S'SE i}"niﬁ)rl}} gmve‘r‘alloffaltiffn Lower-bound rate under jamming {16h
5L —6— Od[:{;g;txlln%g;:;llgligfugt(;ﬁn General form of optimal solutions for A > 0 {19
General form of optimal solutions for A > 0 29)
a5t — Characterization of X and Z in the general form (19 | @4) and @7)
Closed-form solutions when P, is sufficiently large | @I) and (30)
4r 1 Closed-form solution in the jammer-dominant regime 34)
% 351 1
3t E strategy when the information about H, and H, is inaccu-
rate. Specifically, the jammer’s estimate of H, is modeled
251 1 as /1 —02H, + 0,E,, where ¢, is the weight of channel
Al | estimation error and E, is a matrix representing the error in
the channel estimation. When §, = 0, the jammer has perfect
15 i i i i channel knowledge of H,. In contrast, the jammer’s knowl-
0 2 4 6 8 10

P/R, (dB)

Fig. 5: The information rate of legitimate communication
under different jamming strategies.

communication under different jamming strategies. The num-
ber of antennas at the legitimate transmitter, the receiver, and
the jammer are set as ny = 4, n, = 3, and n, = 3, respectively.
The power limits are set such that P, /Tr{c?I} = 10 dB
while P,/P; ranges from 0 dB to 9 dB. The elements of H,
and H, are generated from the complex Gaussian distribution
with zero mean and unit variance. Given the above setup, we
compare the information rate of the legitimate communication
when the jammer uses uniform power allocation jamming
strategy with that of the proposed jammer-dominant solution
@B4). In addition, we also get the numerically obtained op-
timal solution of problem (3) by using the general method
based on difference-of-convex functions (DC) programming
as proposed in [26]]- [28]] (note that these papers, which give
numerical solutions for optimization problems, are not targeted
at jamming problems). Because of the high complexity of
obtaining the optimal jamming solution based on DC pro-
gramming, 600 channel realizations are used for each value
of P,/P;. The results are plotted in Fig.

In Fig.[3l the proposed solution (34) is in general asymptot-
ically optimal as P, increases. This is because the probability
that jamming dominates noise increases with P, and our
solution becomes globally optimal in the jammer-dominant
regime. When P, is small (e.g., when P,/P. = 0 dB),
the proposed solution (34) has a performance degradation
as compared to the numerically obtained optimal solution.
Indeed, recall from Simulation Example 1 that there is only a
21% chance that the regime is the jammer-dominant one when
P,/P;, = 0 dB. However, even with such low P,, the perfor-
mance degradation of the solution (34) as compared to the
numerically obtained optimal solution is still not significant,
which means the closed-form solution (34) can still achieve a
satisfactory performance even outside the jammer-dominant
regime. The uniform power allocation is worse than both
our proposed solution and the numerically obtained optimal
solution.

Example 4: Errors in channel knowledge. In this example,
we demonstrate the performance of the proposed jamming

edge of H, is completely erroneous when &, = 1. Similarly,
the jammer’s estimate of H, is modeled as /1 — §2H,+J,E,.

The case in which the transmitter, receiver, and jammer all
have 4 antennas is considered. The power limits are set as
P, /Tr{c*1} = P,/Tr{c*1} = 10 dB. For each combination
of 6, and 6,, 400 channel realizations of H, and H, are
used, in which H, and H, are generated from the complex
Gaussian distribution with zero mean and unit variance. For
each channel realization, E, and E, are also independently and
randomly generated from the complex Gaussian distribution
with zero mean and unit variance. For each combination of
0, and §,, three rates with three different jamming strate-
gies are calculated, i.e., the rate with the jammer-dominant
strategy (34), the rate with the uniform power allocation
jamming strategy, and the worst-case rate (assuming perfect
channel knowledge) obtained numerically. Note that with
channel estimation error, the jammer-dominant strategy is
compared with the uniform power allocation jamming strategy
as there is no other strategy to be compared with in the
scenario of inaccurate channel information. Define RV as
the worst-case rate and AR as the rate obtained based on
the jammer-dominant strategy minus the rate obtained based
on the uniform power allocation jamming strategy. Then, the
normalized term AR/RW can be used as a measurement of the
comparative advantage of the jammer-dominant strategy over
the uniform power allocation jamming strategy. The jammer-
dominant strategy performs better when AR/RWY < 0 while
the uniform power allocation jamming strategy performs better
when AR/RW > 0.

It can be seen from Fig.[6] that the jammer-dominant strategy
performs better when §, and §, are less than, approximately,
0.3. Therefore, Fig. |6l demonstrates that the jammer-dominant
strategy can be a better choice even if minor channel esti-
mation errors are present. The jammer may adapt its jamming
strategy according to its confidence in the channel information
accuracy if the confidence can be measured or estimated. In
such a case, the jammer-dominant strategy can be used when
the confidence of the channel information accuracy is high.

VI. CONCLUSION

In this paper, worst-case jamming on MIMO Gaussian
channels has been studied and conditions for a positive lower-
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Fig. 6: Performance of the jammer-dominant solution when
the channel knowledge has errors.

bound rate for the legitimate communication have been ob-
tained. The main results are summarized in Table [l From
the jammer’s perspective, it has been shown that the jammer
generally allocates more power on weak jamming subchannels
according to its optimal jamming strategy. Regarding the
jammer-dominant regime, it has been shown that there is a
large chance that the optimal jamming strategy falls in this
regime when the jammer has at least 5 dB advantage in its
transmission power compared to the transmission power of
the legitimate transmitter. It has also been demonstrated that
the proposed closed-form solution (34) is very close to the
general optimal solution (which can be found numerically
by solving a corresponding DC programming problem) even
when the probability of being in the jammer-dominant regime
is very small. Therefore, the proposed closed-form solution,
which is optimal for the jammer-dominant regime, can also be
used as a general close-to-optimal solution for the jamming
strategy on MIMO Gaussian channels, especially considering
that the complexity of finding the optimal solution numerically
is significantly higher.

VII. APPENDIX
A. Proof of Lemma 1
If B is PD, the following matrix:

Tz Ny —Tz

B_B4 ™ [0 0 ]

Ny—Ty 0 0‘21 (38)

and its inverse B~ are also PD, where 0 denotes an all-zero
matrix of an appropriate size. Given that B is PD, it can be
seen that the two blocks on the diagonal of B are both PD.
Then, using block matrix inversion [29]], it follows that the
upper—left block of B_l iS (B11 — B12(0'21+ B22)_1B21)_1,
which is the inverse of B. Given that ]:3»:1 is PD, the upper-
left block of B’l, i.e., the inverse of B, must also be PD.

Therefore, B is also PD. This proves Lemma 1. |
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B. Proof of Lemma 2
Using the definitions (7), (), (I1), and (12}, the objective
function in (B) can be rewritten as

RJ: 1og |I + B(QZQZQZ + 0—21)71|

=log |1+ Q;'BQ;1(Q, +¢2Q;%)~!

g1+ [ @ 0}_1[B11 Bm][ﬁz 0]_1

0 I B2 Baa|| 0 I

(% 8115 1)

|

;o (39

_ 10g |:I+QZ_1B11§_]Z_1J_1 #Qz_lBlg]

Bglﬁz_l.]_l I+U—12B22

where in the last step J £ Q. + 02,2,

The rate R’ in (39) can be simplified as R = R® + R’
where R° given in (I6) represents the part of the rate that is
not affected by jamming and

R =loglT+Q,;'B;;Q, 177!

1 - 1 —
=59 Bi(l+ —By) 'Bu Q7 (40)

is the part of the rate that is affected by jamming.
Therefore, the minimization of R’ in a) is equivalent to

minimizing R’. Using the definition of B in @), R’ can be

rewritten as (I’Z). This completes the proof of Lemma 2. W

C. Proof of Lemma 3

Proof of statement 1): The dimensions of the null spaces of
the matrix B and the matrix HrQSHfI, given the definition
of B, are both n, — rg. Note that Bos = UEerQSH?Uzm
where U,,, consists of the last n, — r, columns of U,. Thus,
the rank of Bgs is no less than the larger of 0 and n, —
r, — (ny — rg). Therefore, the rank of B is larger than 0 if
rg > r,. As a result, R® > 0 if rg > 7.

Proof of statement 2): As rg > 0, B has at least one positive
eigenvalue. Denote the matrix consisting of the eigenvectors
that correspond to the positive eigenvalues of B as Ug;. Then
By = UIZHerQSHfIUZm has positive eigenvalues as long as
Ul Ug; # 0. This inequality holds if any column of U,,,
lies in the space spanned by the columns of Ug;. As long
as Byy has at least one positive eigenvalue, we have R? > 0.
Therefore, it is possible that R > 0 as long as rg > 0. W

D. Proof of Lemma 4

Denote the eigenvalues of Baa as p1(Baz), ..., pr(Ba2)
(all eigenvalues are sorted in ascending order in this proof

only) where r represents the rank of Bs,. It can be seen
T

from (I6) that R° is equal to > (1 + j;(Bao2)/0?). Note
i=1



that Byy is a principal submatrix of UYH,Q.H!U, while
the latter has the same eigenvalues as H,Q.H. Using the
result on eigenvalue interlacing for principal submatrices (i.e.,
the Cauchy interlacing theorem [30]), it can be seen that
f1i(Baz) > pi (UBU,) = i (H,QHY), Vi € {1,2,..., 7}

Ny —7Ty
Therefore, the minimum value that R can achieveis > (1+

i=1
wi(H,QHM)/02). Tt is not difficult to see that p;(Bag) =
wi(H.QHM) Vi € {1,2,...,r} and the minimum R is
achieved when the last n, — r, columns of U, consist
of the eigenvectors corresponding to the smallest n, — 7,
eigenvalues of HYQSH? given that B = UIZHHYQSH?UZ. In
the case in which the legitimate transmitter uses waterfilling,
the eigenvector matrix of HYQSH? is U, and therefore the
eigenvectors corresponding to the smallest n, —r, eigenvalues
of HrQSHfI are given by the last n, — r, columns of U,. B

E. Proof of Theorem 1
The Lagrangian for the problem of minimizing (17} subject
to the power constraint of Q. can be written as
L£(Q;. A\, Z) =log|A + Q; + D| —log|Q, + D|
+ANTr{Q,} — P») + Tr{Q,Z},
where A\ and Z are the Lagrange multipliers. The Karush-
Kuhn-Tucker (KKT) optimality conditions for this problem
are then given as
Tr{Q,} <1, Q, =0, A>0 (42a)
Z <0, N(Tr{Q,} — 1) =0, Tr{Q,Z} =0 (42b)
(Q,+D+A)""—(Q,+D)" "+ NI+ Z" =0, 420)

(41)

where (-)T denotes transpose. The equation (@2d) can be
equivalently written as

(Q,+D+A)'=(Q,+D) ' -\ -2,

which further indicates that

(43)

-1
Q,+D+ A= ((Q’Z+D)—1 - ()\I—i—Z)) NG

Using the matrix inversion lemma [31]], the right-hand side of
@4 is equivalent to

-1
Q;+D+(Q;+D)((AI+Z)‘1—<Q;+D)) (Q,+D). (45

Then (@4) can be written as

-1

A= (Q;+D)((AI+Z)1—(Q;+D>) (Q,+D), (46)
and equivalently,

(Q,+D)A 1 (Q, + D)+ (Q, +D) = (\I+2Z) "

In order to derive the general form of the optimal solution in
our case, we rewrite (@7) as

<(Q; +D)A"F + %A%) (A—%(Q; +D) + %A%>

(47)

—_

=(MN[+2Z)""+ -A. (48)

4
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Meanwhile, by multiplying both sides of equation (48) with
A~7 we can obtain

2
1 1
(A%(Q; +D)A 2 + —I) =AM +2) AT L

2
(49)
which gives the form of optimal Q. as follows
, 1 1 1.1 1 3 11
Q,=A2(A2(\I+Z) A2 JrZI Az —§A—D.
(50)
This completes the proof of Theorem 1. |

FE. Proof of Theorem 2

Proof: We first prove that Q) = 0 when Z = (DA~!D +
D)~! — AI. A sufficient and necessary condition for Q. in

(19 to be 0 is

1

1
]_ 1 1 T2 1 1 1 1 1 T2
<§I+A_5DA_5) TIQLAT: <§I+A_5DA_5> =0.
(51
Substituting (I9) into the left-hand side of (31)), the above
condition can be rewritten as

1
1 1 1 T2 1 1 ]_ 2
(51 + AEDAf) (Ai(AI +Z)" AT 4 ZI>

N

- (%I—i— AéDA%) =1, (52)

which is equivalent to
1 1.1 1 1 1 NS
The right-hand side of the above equation is equal to

iI—FA‘%DA‘% + A *DA'DA "z, (54)
As a result, it must hold that Z = (DA~!D + D)~ ! — \I
when Q. = 0.

Next we prove that Q) in (I9) is PSD when Z <=
(DA-'D + D)~! — AL When Z < (DA~'D + D)~! — )L,
it holds that

A E(\[+Z) 'A% = A *DAT'DA 7+ A *DA":.
(55)
The fact that X; = X if and only if X5 ' = X! for any

pair of PD matrices X; and X5 (see [32]) is used in the above
step. The right-hand side of (33) is equal to

1 i\ 1
-I+A2DA" 2 —-L (56)
2 4
Then, (33) can be written as
2

2
(Aéqu% + (%I—i—AéDAé))z (%1 + A%DA%) .

Using the fact that X}/ = X3/% if X; = X, for any PD X,
and PSD X5 [32], inequality (37) leads to A’%Q’ZA’% =0
and, as a result, Q. > 0. [ |



G. Proof of Theorem 3

Proof: The constraint Tr{Q,Z} = 0 in @2b) indicates
that Tr{Q;%(l—Z)Q’Z%} = 0. As —Z and Q,, are both PSD,
Q.2 (-2)Q.> must ble PSD. Therefore, the trace constraint
implies that Q,2ZQ.2 = 0. Consequently, it can be shown
that

Uy Q, Uz = Uy, UqiAQUg, Uz = 0. (58)
As a result, Z and Q] satisfy the condition
ZQ, = Q,Z = 0. (59)

It can be seen that rz 4+ rq < n, from the above equations.
Then, we can obtain the following result from equation (@7)

Z(Q,+D)A ' (Q,+D)Z+Z(Q,+D)Z = Z(\1+Z) ' Z.
(60)

Using the property that ZQ, = Q.Z = 0, (60) simplifies to
ZDA 'DZ + ZDZ = Z(\1 + Z)"'Z. (61)

Define N £ DA 1D + D and note that N is PD. The above
equation (6I) can be rewritten as

ZIN-(M-2Z) " )Z=0. (62)
Using 23], equation (62) can be rewritten as
I_Xz 0 = I_Xz 0 -t j_Xz 0]
oSl (oo [ 2] ) [ 8]
(63)

where

H
N = { Uz (64)

UEJN[UZ1 Uz .

From (&3) and (&4), the following result can be obtained:

UJ NUz — (M +Az)" ' =0, (65)

or equivalently,
Az = (U NUz )" - AL (66)
Substituting N back into (66) completes the proof. |

H. Proof of Lemma 5

Proof: Using (27) in Theorem 3, it can be seen that Z > 0
whenever A < 1/p%?*, which contradicts the constraint Z < 0
in (@2b). Therefore, A\* > 1/uR**. According to Theorem 2,
at the point when A\ becomes as small as 1/pR™ (the same
point when (DA~'D + D)~! — AI becomes negative semi-
definite), Z = (DA™'D + D)~! — AI leads to the result

Q. = 0. Therefore, \* < 1/p%in, [ |
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1. Proof of Theorem 4

Given the block representation of A in 28)), the R’ in (I7)
can be rewritten as

_ Aar O Ul -1
J A
R’ =log I—i—[UAl UAQ} |: 0 0:| |:U§; :|Q;/
Aa O Ul !
0 0 Ul [Ua1 Uaz]
g |1 [ Ar 0] [UAQUA1 URQIUA |
0 0 URQQIZIUAI URQQIZIUAQ
= log |T+ AaF!, (67)

where Q” = Q! + D, and the result on block matrix inversion
[29] is used in the last equality, in which

F, £ U}, <Q’z/ - QQ/UAz(UizQZUAz)1U§2QZ> Uai.
(68)

Since A in @) is PD, the result (I9) can be used here.
Applying the result (19), the optimal F; is given by
_1 1

1 1 . 1.

It should be noted that the variable A is determined by the
trace of F'1, which satisfies

Tr{F;} < Tr{UY,(Q, + D)Ua;} < P, + Tr{U4 DU, }.
(70)

Considering the fact that

H " " H " —171H " _
UA2<QZ —Q,;UA2(Up2Q, Uaz) Uy, Qz> Ua2=0 (71)
Ufiil(Q;’Q;’UAQ(UEQQ;’UAQ)IUEZ{QQ;’> Ua2=0 (72)
UEQ(Q;’Q;’UAQ(UEQQ;’UAQ)IUEEQQ;’> Ua1 =0, (73)

it leads to the following result

Q) — Q/Ua2(Uj,Q)Uaz) 'UQ,Q) = UaiF UY,.

(74)
The equation (Z4) can be further rewritten as
Q;/_l - UA2(U§2QIZIUA2)_1U§2
= QU FUR, Q) (75)

which implies that
UXQ) ' Ua =U,Q) 'UaiF1UR, Q) 'Uar. (76)
As a result, it holds that
ULQ) Uai(F1U,Q) ' Uar ~I)=0. (77
Since F; and Q. are both PD matrices, Q. must satisfy

UL, Q) 'Uas = FT', (78)



which is equivalent to

UR,(Q,+ D) 'Ua; =F; .. (79)
Note that the above constraint (Z9) does not specify a unique
Q!. The reason is that the problem of minimizing R’ is not
strictly convex when A does not have full rank. It is not
difficult to see from the above derivations that all Q, satisfying
the following two conditions are optimal. The first condition
is that (Z9) must be satisfied and the second is that the trace
constraint (Z0) must be satisfied with equality, i.e.,

Tr{F,} = Tr{UY (Q, + D)Ua:} = P, + Tr{U% DU, }.
One solution satisfying both of the above conditions is

Q. =Ua F UL, 4 UpoULDUL UL, — D, (80)

Indeed, with the above Q., Q. + D can be rewritten as

F, 0

! _
Q+D=Ualy vl pu,,

Ui, @y
and therefore, (79) is satisfied. Meanwhile, it can be seen that

when Tr{Q,} = P,, it holds that

Tl‘{Fl} = Tr{UAlFlUil}
=Tr{Q, — Ua2U},DUA, U}, + D}

= P, + Tr{UY DU, }. (82)

Therefore, Q. given by (8Q) satisfy both conditions. Substi-
tuting (&9) into (BQ) leads to the expression (29). [ ]

J. Proof of Theorem 5

We prove Theorem 5 in two steps. As Q. is either PD or
PSD (but not PD), we consider the two cases separately. We
first assume that the optimal Q, is PD, and then obtain the
optimal solution accordingly and verify that the resulting Q/, is
PD. Then, we assume that the optimal Q. is PSD but not PD,
and then obtain the optimal solution accordingly and verify
that the resulting Q., is PSD but not PD.

Assume that QJ, is PD. It immediately follows that A > 0.
Indeed, given that

R =log|I+ AA(UL(Q, +D)UA) | (83)

and that UL DU, is negligible as compared to UL Q. U,
in the jammer-dominant regime when Q. > 0 (as shown in
Remark 4), R’ becomes

R’ =log|T+ Aa(ULQ,UA) Y. (84)

As a result, it can be shown that a full-rank matrix Q. cannot
be optimal if A is not PD. Then, using the same method used
while proving Theorem 1, it can be shown that the matrix Q,
minimizing the above R’ is given by (34). Note that in this
case Ap = A and Up = Uy, since A = 0, and as a result
Q’ in (34) is PD, which is in accordance with the assumption.
In fact, it can also be shown that the optimal Q. is PD when
A > 0 in the jammer-dominant regime.
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Now assume that Q;, is PSD but not PD. In such case, A
is also PSD (but not PD) and R’ can be written as
Aa O ] [ ul,

R’ =log
0 0] | UYL,

1+[ ](Q; +D) ' [Ua; Uaz].

(85)

As shown in Theorem 4, the jammer should only allocate
jamming power onto the positive eigenvalues of A. Thus, the
columns of Uao must be in the null space of the optimal
Q.. As a result, the optimal Q. satisfies UL, Q. Ua2 = 0,
U Q.Uas = 0, and UL, Q.Ua; = 0. As a result, R’
becomes

R’ =log Aa 0] {U%(QHD)UM Ui, DUa> }_1

I+{ 0 0 UEQDUAI UEQDUAI

=log [T+ AaM™|, (86)

in which
M £ Ul (Q; +D— DUAQ(UizDUAQ)—1U§2D> Ua;.
(87)

The optimal form for M is given as

M—(lfx +1[x?)2—1[x (88)
= f A 4 A 9 A,

where £ is determined by the trace of M such that the trace
of the right-hand side of (88) is equal to Tr{M}. Therefore, if
there exists Q. subject to Tr{Q.} < P, such that the resulting
M can achieve (88) and Tr{M} is maximized, this Q. is
optimal. Note that the problem of finding an optimal Q) is not
strictly convex in this case. As a result, the optimal solution
might not be unique. Recall that the columns of U a2 must be
in the null space of an optimal Q.. As a result, the rank of an
optimal Q/, must be less than or equal to that of A. First, we
check if there exists an optimal Q] with a rank equal to the
rank of A. Note that when Q. has a rank equal to that of A,
all columns of Up lie in the column space of Q.. Therefore,
(Q.,D) lies in the jammer-dominant regime. According to
Remark 4 (Property 2), it can be seen that Ul DU, is
negligible compared to U%, Q/Ua;. Define

M, 2 U, (D — DUAQ(U§2DUA2)1U§2D) Ua:.
(39)

The matrix M is PSD because it can be shown using block
matrix inversion that

M; = (UL, D7 'UA;) L (90)
Therefore, we have
0 <M; < U4 DU,;, o1

where the second inequality is obtained from the defini-
tion ([®9). Since U ,DUa; is negligible as compared to
UL Q/Uai, so is M; according to Remark 4 (Property
3). Hence, M in (87) becomes UL Q.UA; since M =
UY Q.Ua1 + M. Therefore, R’ can be rewritten as

R’ =log [I+AA(UY;Q,Ua1) | (92)



and the solution is (34). It can be seen that the solution of
Q. in (34) leads to M in (88) as M becomes U, Q. Ux; in
the jammer-dominant regime. Q/, in (34) also maximizes the
trace of M in (&7). Moreover, Q in (34) has the same rank
as A as we assumed. Therefore, (34) is an optimal solution
when Q. is PSD but not PD.

Combining the above two parts completes the proof of
Theorem 5. |
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