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Abstract

For an end-to-end network security solution, our project entails the design and implementation of an FPGA-based Ethernet bridge that can encrypt data as it is transferred between network segments.  This will be accomplished using our eSAFE( (ethernet Store And Forward Encryption) design that utilizes the publicly available Blowfish encryption algorithm to secure data from unauthorized recipients.

Overview

Network Security

Network traffic over a LAN or the Internet is inherently vulnerable to a number of forms of attack.  Primarily, unauthorized access to a private data stream could compromise both system security and corporate and personal privacy.  The data over this connection can easily be monitored and logged using a packet sniffer or another similar mechanism.  Over a distributed network, such as the Internet, this becomes a much larger problem, since data travels through a number of untrusted remote locations.

As a solution to this problem, encryption can be used to protect the contents of the data stream.  A strong encryption algorithm, while not entirely unbreakable, can provide a sufficient level of confidence of data privacy.

eSAFE( Technology

Our eSAFE( Technology Ethernet bridge is a versatile and transparent data security solution.  This product can be used in multiple configurations depending on the current infrastructure.  It can connect your workstation to a LAN and provide a secure channel to any other host(s) on the same network with eSAFE( devices, which is illustrated in Figure 1.  This is directly scaleable to connecting two trusted LANs on an untrusted (Ethernet) backbone, pictured in Figure 2.

Secure Communication


Figure 1: Workstation Interconnect

Secure Communication

Figure 2: Workgroup Interconnect

eSAFE/IP( Technology

The security provided by eSAFE( will only function within Ethernet networks, since the encryption occurs at the Ethernet frame level.  A proposed extension is eSAFE/IP, which will perform encryption at the IP level, allowing secure connections across the Internet, for workstations or entire networks.  Figure 3 illustrates this topology.

Secure Communication

Figure 3: Secure Internet Connection

Hardware

Hardware Components:

The following is the initial revision of the components required for the hardware design of the system:

· Reprogrammable FPGA

· No CPU required

· RAM: 4K for lookup tables, 48K for buffers

· Keypad (16 - 20 keys)

· LCD display (16 character, single or multiple line)

· 2 x DP8391A for Ethernet transceivers


Figure 4: System Block Diagram

System I/O:
· 2 RJ45 jacks (8 pins, 4 active)

· Keypad

· LCD display

FPGA I/O:

The following is the preliminary estimate of FPGA I/O pin requirements

· 2 x 10 pins to/from the Ethernet interfaces

· 5 pins to/from the Keypad

· 10 pins to the LCD display

· 32 pins for address and data busses to RAM

Features

1. Full Duplex Network I/O and Encryption/Decryption (eSAFE( Technology)

a) incoming and outgoing packets on both Ethernet interfaces are buffered

b) outgoing packets can be encrypted and incoming packets can be decrypted simultaneously using dedicated logic paths for each in the FPGA

2. Encryption Algorithm: Blowfish

a) variable length key; we will use a 64-bit key

b) private key encryption algorithm operating on 64-bit blocks of data; can also use smaller blocks

c) cyphertext is the same length as the input data

d) requires approximately 4K of RAM for storing lookup tables

e) faster than DES, RC4, and IDEA - only uses XOR, ADD, and MOD operations

3. Dual Ported Ethernet Bridge

a) provides secure bridging between two Ethernet segments

b) 10-BaseT IEEE 802.3 Ethernet (10 Mbits/seconds on CAT 3 UTP)

4. Keypad

a) allows user to enter the binary key

b) has keys from 0 - F for hexadecimal notation

5. Encryption/Decryption Enable Switch

a) two-state switch that enables/disables encryption and decryption; does not reset any state information

6. Reset Button

a) resets state to defaults (i.e. clears key/host table, all buffers are emptied, statistics reset, etc)

Enhancements

1. Support for IP layer (eSAFE/IP()

The base proposal considers encryption/decryption at the physical network layer; this is the Ethernet frame.  This allows secure communication between different computers on a LAN.  However, this data cannot be transmitted across different physical layers, or be processed by any active devices that process packets based on protocol.  The primary consequence is that these packets cannot be transferred over the Internet.  To allow this, we must add another layer of processing to the device that understands the IP protocol.  Now the entire packet is not encrypted; the IP header is untouched, and only the IP payload is encrypted.  This level allows several features to be added:

a) as described above, the encrypted packets can be sent across the Internet

b) encryption/decryption can be selective based on the destination/source IP address

i. encrypt data destined for a certain network or host, but not to other ones

ii. use a different key for each network/host

c) a program running on a workstation can communicate with the device through either of 2 methods:

iii. the device can be assigned an IP address, and we can send packets to it

iv. we can send IP UDP broadcast packets on a special port number.  There is a slight risk of conflict if a valid broadcast message is sent on this port, but the risk is minimal; we will work under the assumption that this will not occur.  This is not the most "correct" method, but it is much simpler.

Complications:

a) must handle fragmentation of  IP packets.  When a packet is sent across a router, the packet is fragmented if the maximum transmission unit (MTU) of the destination network is smaller than that of the source.  Moreover, the order that the fragments are received in is indeterminate. Since the size of fragments is arbitrary, we cannot simply decrypt each fragment separately, but must store all fragments, and process the entire message.

b) if the device has an IP address, then it must send and be able to process ARP requests to convert IP addresses to hardware MAC addresses

2. Enhanced Keypad

a) LCD showing digits as they are entered

b) Extra keys for Enter, Cancel, Backspace

3. Network Statistics

a) the device can also record network statistics (for example, collisions, packets/seconds)

b) these statistics can be displayed in two ways:

i. on the LCD display

ii. sent to a computer that could display them

Reductions

1. Half Duplex

a) Full Duplex network I/O, but Half Duplex encryption/decryption

i. this would be done if the encryption logic is too large to fit two copies of it on the FPGA, since we would need one dedicated to encrypt, and the other to decrypt

b) Half Duplex network I/O, no buffering

i. Simplification of the network I/O logic that would stream the incoming data through the FPGA and stream it out the sending Ethernet interface

ii. There could be dedicated encrypt and decrypt logic, or a flag could be used to specify the operation

iii. We make the assumption that higher level protocols can handle lost packets, since they will be dropped if a packet arrives when the link in the other direction is in use

2. Encryption Algorithm

a) if Blowfish cannot be implemented, then we can fall back on simpler algorithms, such as XOR

b) the key size could also be reduced

3. No Keypad or network configuration

a) there would be a hardcoded default key used for all hosts

Testing

Testing will be an ongoing effort throughout the design process.  Unit testing will be performed on all major components and on all subsystems in order to ensure their correct operation.  Furthermore, unit testing will allow us to continue development on each subsystem independently of the other subsystems as long as the interfaces to the other subsystems are well known.  This can be guaranteed, since subsystem interface design is an early target in our project time line.

We also intend to take advantage of the reprogrammable nature of our FPGA to try some early hardware implementation and testing of various subsystems using the actual hardware in order to get some early feedback on our implementation feasibility.  Automated test bench programs will be used wherever possible so that regression testing can be performed throughout the development process, thus catching errors as early as possible.

This testing philosophy will help us greatly when we start to integrate our subsystems together.  Integration testing on this project will be a major task, since each subsystem will now have timing delays and requirements imposed upon it by the other subsystems which were difficult to test until this point.  This task will be nearly impossible without thorough unit testing to assure us of the integrity of our subsystems.

Agenda

Resource Allocation:

Task
Leader
Consultant

Ethernet
Steve
Paul

RAM/Buffering
Paul
Javan

Encryption
Kevin
Javan

Keypad
Javan
Kevin

IP Level
Paul
Steve

LCD
Javan
Kevin

Monitoring
Steve
Paul

Overall Interfacing
All
All

Integration and Unit Testing
Javan
All

Time Line:

Expected Date of Completion

(yyyy/mm/dd)
Stage
Class Deadline

(denoted with ☺)

1998/09/18
Project Ideas and General Plan


1998/09/21
Precise Design Goals and System Scope


1998/09/22
Project Proposal
☺

1998/09/25
General Parts List


1998/09/28
Block Diagrams and Flow Diagrams


1998/09/30
(Early Bonus) Application Notes


1998/10/02
Interface Design


1998/10/02
Detailed Individual Task Lists


1998/10/05
Detailed Parts List


1998/10/05
Specific I/O Diagrams


1998/10/05
Preliminary VHDL Code


1998/10/06
Specification
☺

1998/10/19
Basic Unit VHDL


1998/10/19
Basic Hardware Modules


1998/10/27
Resource Requirements
☺

1998/10/29
Application Notes
☺

1998/11/02
Complete Unit VHDL


1998/11/02
Test Unit VHDL


1998/11/06
Integrate VHDL


1998/11/06
Test Integrated VHDL


1998/11/10
Simulation Documentation
☺

1998/11/16
Build System / Program FPGA


1998/11/19
System Testing


1998/11/25
Final Report
☺
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