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Abstract—This paper investigates the outage probability of the
achievable secrecy rate in the presence of multiple eavesdroppers
that employ energy harvesting (EH) and information decoding
(ID). We derive the theoretical outage probability of the achiev-
able secrecy rate between the legitimate transmitter and receiver
pair when both the main channel and wiretap channel experience
Rician fading. This work also considers both ideal and imperfect
channel state information as well as different EH architectures
(i.e. separated and integrated receiver architecture) in the secrecy
analysis. Furthermore, the use of transmit antenna selection
(TAS) for enhancing message confidentiality is also studied.
Numerical and simulation results are provided to validate our
analysis.

Keywords - Outage probability, Achievable secrecy rate,
Transmit antenna selection (TAS), Rician fading.

I. INTRODUCTION

Simultaneous wireless information and power transfer
(SWIPT) is gaining considerable interest in the research com-
munity in recent years. It enables devices to communicate and
allows free mobility with the benefit of energy harvesting.
However, SWIPT systems cannot be supported using a con-
ventional design of transmitter and receiver [1]. To be more
specific, we focus our attention towards two broad categories
of receiver architectures in SWIPT literature, i.e., separated
and integrated architecture [2]. In the separated receiver archi-
tecture, the information decoder and energy harvester act as
dedicated and separate units. This not only increases the cost
of receiver but also increases the complexity of hardware. In
contrast, the integrated receiver architecture jointly processes
the information and energy using a unified circuitry for both.
This architecture reduces the cost and hardware complexity.

The broadcast nature of wireless channels implies that the
transmitted information signals are also received by nodes
other than the intended receiver, which results in the leakage of
information. Encryption techniques at higher layers are used to
secure transmitted information. However, high computational
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complexity of these cryptographic techniques consume signif-
icant amount of energy [3]. Recently, physical layer security
(PLS) has been explored as a secure communication technique
which exploits the characteristics of wireless channels, such
as fading, noise, and interference [4]. In SWIPT systems, a
power signal can be used to increase the error rate at the
eavesdroppers so as to enhance wireless security. Hence, PLS
techniques are naturally applicable to SWIPT. In this context,
secrecy capacity in SWIPT was studied in [5] for multiple-
input single-output (MISO) based systems in the presence of
multiple eavesdroppers. In [6] the authors introduced artificial
noise (AN) aided pre-coding scheme to maximize the secrecy
rate. In [7] the authors studied the secrecy capacity of an
energy harvesting orthogonal frequency division multiplexing
(OFDM) network. In a similar work, authors in [8] investigated
the secrecy performance of decode-and-forward (DF) relaying
system. Secure beamforming was used in [9] for SWIPT in
relay networks. A zero forcing based sub-optimal solution
was presented to maximize the secrecy of amplify-and-forward
(AF) two-way relay networks.

One can observe from the above mentioned works that
most of the studies on SWIPT are limited to the separated
receiver architecture [5]-[9]. Moreover, to the best of authors’
knowledge, there have been no previous results reported on
comparative secrecy analysis of the separated and integrated
receiver architectures under imperfect channel estimation.
Therefore, this work focuses on detailed evaluation of secrecy
performance of a SWIPT system for different combinations of
receiver architectures at the legitimate receiver and eavesdrop-
pers. The main contribution of this paper is threefold:

e We derive the analytical expressions for the outage
probability of the achievable secrecy rate between the
legitimate transmitter and receiver pair when both the
main channel and wiretap channel experience Rician
fading.

o We investigate the secrecy performance in the follow-
ing cases: 1) imperfect channel estimation; 2) sepa-
rated/integrated receiver architecture.

o Finally, we study the antenna selection schemes by
comparing transmit antenna selection (TAS) with the



benchmark scheme of baseline antenna selection (BAS)
and quantify the performance improvements.
The remainder of the paper is organized as follows. Section
IT describes the system model. In Section III, the analysis
of the secrecy outage probability is provided. Section IV
discusses antenna selection schemes. In Section V numerical
performance results are given. Finally, Section VI provides
some concluding remarks.

II. SYSTEM MODEL

We assume a downlink SWIPT system consisting of a
transmitter also known as access point (AP) and an EH and
ID node S in the presence of N eavesdroppers represented as
E = {E;|i = 1,2,...N}. The AP broadcasts an radio signal
to S which is also received by E. Each node is assumed to be
equipped with a single antenna and all the antennas experience
statistically independent flat fading. The AP is assumed to
have channel state information (CSI) for the channels to node
S as well as that of wiretap channel between the AP and
eavesdroppers which is a common assumption in the PLS
literature (see [3], [5], [9] and references therein).

Being part of the same coverage range, I’ act as the potential
eavesdroppers. Moreover, these eavesdroppers can actively
combine and exchange information to decode the massage sent
from the AP to S. It is also assumed that both S and the
eavesdroppers use power splitting (PS) scheme to incorporate
the process of EH and ID, as PS has been proven to be an
optimal scheme under the practical consideration of circuit
power consumption [2]. According to PS, the received signal at
S and F is divided into two streams for ID and EH by a power
splitting factor p and 1 — p, respectively, where 0 < p < 1. Let
us consider that the AP transmits its sampled and normalized
signal s with E{|s|?} = 1 to S with power P. The signal
received at S, can then be written as [2]

[ P .
Ys = \/ﬂj( mhss+ns> +Zs; (1)

where h, represents the estimated channel amplitude gain
between the AP and S and p; is the power splitting factor
at S. Furthermore, n, represents the zero mean AWGN with
variance Ny due to the receiver electronics at .S. Furthermore,
z, is signal processing noise at S, given as N(0,02). Ad-

ditionally, Pl% = (4m)*d2

[ENemY: is the path loss and ds denote the
distance between the AP and .S and Z is the path loss exponent,
G; and G, are antenna gains of the AP and S, A is the
carrier wavelength. Since the AP broadcasts its transmission,

the signal received at ¢-th eavesdropper is written as

[ P
Yie = \/ Pie < Whies + nie) + Zje, (2)
ie

where P9 is the path loss at i-th eavesdropper and hie
represents the estimated channel amplitude gain between the
AP and i-th eavesdropper. Also, n;. represents the zero mean
AWGN with variance Ny. In addition to this, z;. is signal pro-
cessing noise at the eavesdropper, with zero mean and variance

o2 = o2 for all the eavesdroppers since they are assumed to

e

use the same type of hardware. Finally, for tractable analysis
we consider n;. = N, pie = pe and P9 = P /i € N,
where [N] = {1,2,..., N} is the set of positive integers. It
is pertinent to note that due to the random nature of wireless
channel and hardware impairments, perfect estimation of the
wireless channel is not possible. Hence, in this paper we use a
well known channel estimation model expressed as [10], [11]

hi, = /1 — 02hy, + S, 3)
where k € (s,ie) and hy, represents the true channel amplitude
gain. The accuracy of channel estimation is represented by
the value 0 < §; < 1. It is worth mentioning that the
channel estimation is assumed to be perfect for J = 0.
In contrast, it is assumed to be completely inaccurate for
dr = 1. Additionally, v is a Gaussian random variable
distributed as A(0,1). In this paper, our focus is to analyze
the secrecy performance of SWIPT, hence, we assume that dy,
is given a priori. Note that the AP does not have the true
CSI of the links. On the contrary, the AP has the estimated
CSI of the links which is related to the true but unknown

CSI by . Hence, by substituting (3) in (2) and (1), we
P(1—62)

obtain ys = /ps ( o NsS + %(55@5 —|—ns) + 25
P(1—32
and yie = \/Pie ( (Péossle) hies + %@evs + Nie | + Zie

for received signals at S and F;, respectively. Now, the
instantaneous SNR of main and i-th eavesdropper link can
be written as

pst(l * 53)
(Qspség + psNo + UE)

peQE(l — 02 ) 2
ie — L~ hie s 5
i (Qupe6Z + pelNo + o%)‘ | )

|hs|?, 4)

s

where Oy = P/(P°*) and Q. = P/(P"*). During each
scheduling slot every all the eavesdroppers send their instan-
taneous SNR to a pre-selected eavesdropper. Subsequently, the
eavesdropping node with the maximum instantaneous SNR
is chosen to decode the secret message as it will ensure
maximum rate of the wiretap link. Furthermore, we assume
that 6, = 6.,Vi € N throughout this paper to facilitate our
analysis. Hence the instantaneous SNR of the wiretap link can
be re-written as

pefde(1 — 53) 2
hiel”. 6
0upsd? + polNo + 02) axclhecl” ©

III. SECRECY OUTAGE PROBABILITY ANALYSIS

= max Ve =
e = TR e (

In the following we derive closed form expressions for se-
crecy outage probability. It may also be worth mentioning that
we derive outage probability for four cases depending on the
receiver architectures used at S and E i.e. Py0°P, ppin pli-sp
and PI™I" referring to the case of separated receiver at S
and F, separated receiver at S and integrated receiver at
E, integrated receiver at S and separated receiver at £ and

integrated receiver at S and E.



Using [12], the probability density function (PDF) of the
main link can be obtained as
f (7 ) o (Qspség + psNo + U?)(Ks + 1)
e ps(1 = 63)7s
X exp (_ (Qsps5§ + psNo + Ug)(Ks + 1)79)

exp (—Ky)

ps(1 —02)7s
I (2 \/ (Qupsd2 + psNo + 02) K (K, + 1)%>

ps(1 = 63)7s
(7

where 7, = Q,E{|h4|?} is the average SNR of the main link
and Iy(.) is the modified Bessel function of the first kind and
order zero [13]. Also K is the ratio of total power of Line
of Sight (LOS) component to the total power of the scattered
waves from each multipath cluster for the main link.

The cumulative distribution function (CDF) of instanta-
neous SNR of main and wiretap link is obtained as (8)
and (9) at the top of next page. In (8) and (9) @ is the
Marcum-@) function [13] which is given as Q1(a,b) =
L exp(f@)lo(ax)dx. The PDF of ~, can then be ob-
tained by taking the derivative of (9) at the top of the next page,
resulting in (10). In (9) and (10), 7. = Q.E{max;cy |hic|*}
is the average SNR and K. is the ratio of total power of LOS
to the total power of the scattered components of the wiretap
link.

A. Separated Receivers at S and E

The achievable rate for the main and wiretap link can be
written as Cs = logy(1 4+ v5) and C. = logy(1 + 7e),
respectively [2, Eq.(21)]. The achievable secrecy rate Cie is
defined as the non-negative difference between the achievable
rates of the main channel and wiretap channel, which is
expressed as Cye. = [Cs—C,]T. A secrecy outage event occurs
when Cs falls below some target rate R; > 0. The secrecy
outage probability is then written as

PSSP — Pr(Cye < Ry)
oo 2R'9(1+'ye)71
= /0 /0 f’yg ('Ye)f'ys ('YS)d'st'Ye»

- / Fo (O, (2P (1 470) — Ddye. (1)

To simplify the integral in (11), we use the recently derived
approximation of first order Marcum-@) function [14]

Q1(a,b) ~ exp[— exp(v(a))b" (],

where v(.) and p(.) are non-negative parameters expressed as

(12)

a? 4572472 1n 24+36e—496 4 :
v(a) = —In2 - %+ ‘24(97721'80) a®, ifakl
—0.8526 + 0.3504a — 0.752942 otherwise
(13)
and
9 .
u(a) = 2 S-S ifa<1
2.1793 — 0.5916a + 0.5895a2 otherwise
(14)

In (13), ¢ ~ 0.5772 is the Euler-Mascheroni constant.
Now replacing (10) and (8) in (11) and using [13, (1.211.1)]
we get (15) at the top of next page. In (15) Z(a,b) =

fooo exp(—(Ke + 1)a) x P x [(K.+ {)ZLLZWKZ)(N_”
exp[—exp(v(vV2K))((Ks  + 1)b)*"=2 “]dy.  which
is calculated using numerical methods. Also, ¥; =

(95985§+P8N0+‘73)(2RS (I4ve)=1)
ps(1=03)7s

(ere63+peN0+o-3)'Ye \j
pe(1=362)7. > T2
and I'(.) is the Gamma function [13].

B. Separated Receiver at S and Integrated Receiver at E

In this case, the achievable rate for the main and wiretap link
becomes C = logy(1 4 ;) and Ce ~ logy(7e) + 3 logy 5=,
respectively [2, Eq.(21),(28)]. Then using (11) we obtain

Port oy / fr (Vo) By, (28e7.C = Ddrye,  (16)
0

where C' = |/5=. Substituting (10) and (8), outage probability
(QSPS5§+95N0+03)(2R5'chfl)
ps(1—5f)’73 '

is obtained as (17), where W3 =

C. Integrated Receiver at S and Separated Receiver at E

In this case, the achievable rate for the main and wiretap
link can be written as Cy ~ logy(7s) + 1log, := and
C. = log,(1+47.), respectively [2, Eq.(21),(28)]. Then using a
similar approach to (11) and after some simple mathematical
steps, we get outage probability as (18) on the next page.
In (18) L(a,b) = [s%, (K. + 1)a) 55 x (K (K, +
1)b)? exp(— (K s—i—l)g)d'ys which is calculated using numerical

Qeped+peNoto?) (252 -1
methods. Also, Uy = (@epedetpeNotoe) Gy =1) and Uy =

pe(1-62)7e
(Qsps62+ps No+02)7s
ps(1-062)7s :

D. Integrated Receivers at S and F

For this the achievable rate for the main and wiretap link
becomes Cy ~ logy(vs) + 31ogy &= and C. ~ logy(7e) +
%log2 5, respectively [2, Eq.(28)]. Then, with the help of
(9) and (7), and using same approach as (11) and after

some algebraic manipulations we obtain (19), where Vg =
(ereéi‘i‘l)eNO"F‘Tz)z}@:
95(1763);/6

IV. ANTENNA SELECTION

So far we have considered the system model in which the
AP is equipped with only a single antenna. However, the AP
with multiple antennas can be deployed to improve the security
at S which is resource limited. In this context, we extend
our system model to incorporate the case when the AP is
equipped with L > 1 antennas. It is assumed that all antennas
experience independent fading. In this case, a single antenna
is chosen based on pre-defined criterion to minimize energy
consumption at the transmitter and to reduce information
decoding errors at the receiver. This scheme is called Antenna
Selection (AS) [15]. In order to facilitate our analysis in
this section, we define following notations: Cs; = Main link
achievable rate at [-th antenna; C, ; = Wiretap link achievable
rate at [-th antenna; Cye; = Cs; — C ;= Achievable secrecy
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. Sp-Sp  pSp-In pIn-Sp  pHIn-In
rate due to selecting I-th antenna; P ™", Pl Py, Poul

= QOutage probability due to selecting [-th antenna when S
and E use the separated receiver; S uses the separated and E
uses the integrated receiver; S uses the integrated and £ uses
the separated receiver; S and F use the integrated receiver,
respectively.

A. Baseline Antenna Selection (BAS)

In this antenna selection scheme, the transmit antenna is se-
lected using a pseudo-random antenna hopping sequence [16].
Hence, the secrecy outage probability during one transmission
block is given by the mean secrecy outage probability of all
the antennas.

(20)

out

Z oulh
Pe

where out,l = (Cseec 1 <
(Sp-Sp, Sp-In, In-Sp, In-In).

Ry) and © €

B. Transmit Antenna Selection (TAS)

In this antenna selection scheme, antenna selection is made
on the basis of CSI feedback from S and E. To be precise,
each node initially estimates its own CSI and sends this to AP.
The AP then calculates the achievable secrecy rate for each
antenna and chooses the antenna with highest secrecy rate
for transmission. In this case, the secrecy outage probability

can be derived by exploiting the independent fading at each
antenna, as

PO = Pr(I{IEaLX Csees < Rg) (21)
L
= H (Csecl < RS) (22)
=1
L
= TI7o (23)
=1
V. NUMERICAL RESULTS

In this section we discuss the numerical results obtained as a
result of the performance analysis in Section IIT and IV. Monte
Carlo simulations in MATLAB were performed in order to
obtain the simulation results. Unless stated otherwise, the sys-
tem model parameters used for plotting analytical/simulation
results are provided in Table I.

Figure 1 shows the secrecy outage probability as a function
of %,. Figure 1 (a) shows the outage probability when S
and E are equipped with the separated receiver. It can be
observed that an increase in 7, causes a rapid decline in
outage probability. Moreover, an increase in Ry results into
an increase in outage probability. Similar observations can be
made for Figure 1 (b), (c) and (d) where S and E are equipped
with the separated and integrated, integrated and separated, and
integrated and integrated receivers, respectively. Interestingly,
it can be seen from Figure 1 (a), (b), (c) and (d) that an
outage floor is introduced at higher values of main link SNR;
this floor appears because of channel estimation errors at the
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Fig. 1. Secrecy outage probability versus main link SNR when (a) S and E use the separated receiver (b) S uses the separated and E uses the integrated
receiver (c) S uses the integrated and E uses the separated receiver (d) S and E use the integrated receiver.

TABLE 1
SIMULATION PARAMETERS.

S No. Simulation Parameter Value
1. Carrier Frequency 5 GHz!
2. Antenna Gain Gy = G, 1
3. Channel Realizations 10°
4. Antenna Noise Variance Ng 1
5. Signal Processing Noise Variance 02 = o2 1
6. Target Secrecy Rate R 1 bit/sec/Hz
7. Received Power Qg 15 dB
8. Received Power Q¢ 0 dB
9. Rician-K factor K5 = K¢ 5
10. Power splitting factor ps = pe 0.8
11. Channel estimation accuracy ds = e 0.2
12. No. of eavesdroppers N 2

main and eavesdropper links. Also we observe that simulation
results closely conform to the analytical results which shows
the accuracy of our analytical expressions.

Figure 2 (a) shows the secrecy outage probability as a func-
tion of 7. It can be seen that the secrecy outage performance
gap is more for a larger value of K, = K. as compared
to its smaller values. It is worthwhile to note that minimum
outage probability is achieved when the eavesdroppers are

IThe motivation for selecting this range is due to its applicability in many
wireless systems such as WLAN and vehicular communication [17].

equipped with the integrated receivers and .S is equipped with
the separated receiver. Figure 2 (b) illustrates the impact of
different values of p on secrecy performance of SWIPT. It
may be highlighted that during the simulation of pg, p. = 0.8
and for the simulation for p., ps = 0.8. The figure displays
that for increasing values of p;, the secrecy outage probability
decreases. This is because a greater fraction of the received
power is reserved for ID. In contrast, the secrecy outage
probability increases with increasing p.. This is due to the
fact that more power is being reserved by the eavesdroppers
to decode the signal which increases the secrecy outage
probability. Figure 2 (c¢) and (d) emphasize the impact of
0s and 0. on the PLS of SWIPT. It may be noted that for
increasing values of §,, 0. = 0.1 and vice versa. The graphs
show that J, is predominant in determining the imperfect
channel estimation for secrecy outage probability. The figures
also show that increase in 75 reduces the secrecy outage
probability. However, with large estimation errors, it becomes
difficult even at higher values of main link SNR to minimize
the secrecy outage probability.

Figure 3 plots the secrecy outage probability against in-
creasing values of L. It is worth mentioning that results are
plotted when both S and E are equipped with the separated
receiver for EH and ID. It can be seen from the figure
that in case of BAS, the secrecy outage probability remains
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Fig. 3. Secrecy outage probability versus L. Other parameters are K; =

Ke =8.

unchanged with the increase in number of transmit antennas.
In contrast, the secrecy outage probability rapidly decreases
with the increase in L which shows the advantage of using
multiple antennas at transmitter. However, the secrecy outage
probability increases with the increase in the number of
eavesdroppers which degrades the performance improvements
gained by using multiple antennas.

VI. CONCLUSION

In this paper, we analyzed the secrecy performance of a
SWIPT system for different combinations of receiver archi-
tectures at S and E. We derived theoretical expressions of
the secrecy outage probability under Rician fading and vali-
dated the derived expressions through extensive simulations.
It is observed that an outage floor appears due to channel
estimation errors when 45, > 30 dB such that the outage
probability cannot be further reduced by increasing the SNR
of the main link. Moreover, the largest secrecy rate is shown
to be achieved when S is equipped with the separated receiver
architecture and the eavesdroppers have the integrated receiver
SWIPT architecture. It was also demonstrated that the PS
factor of both S and E plays a prominent role in determining
the secrecy performance in SWIPT.
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