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Abstract—In this paper we propose an energy harvesting-based
cooperative jamming and full-duplex relaying scheme to enhance
the secrecy rate for wireless communication between a source
node and a destination node, in the presence of an eavesdropper.
To characterize the performance, we develop a mathematical
analysis framework for instantaneous and average secrecy rates.
We consider the practical interference limited scenario, and
derive exact closed-form expressions for the cumulative distribu-
tion function of the signal-to-noise-plus-interference ratio (SNIR)
at the destination and eavesdropper nodes. Accordingly, the
asymptotic average secrecy rates are derived. We show that the
proposed protocol improves the average secrecy rate of a wireless
cooperative network substantially. However, the instantaneous
secrecy rate performance gain is highly depend on the duration
of energy harvesting, the amount of self-interference and the
corresponding channels and positions of the nodes in the system.

I. INTRODUCTION
A. Motivation and Background

Wireless networks are susceptible to listening by any un-
intended receiver within a communication range, known as
eavesdropper, which can overhear and probably decode the
transmitted information [1] due to the broadcast nature of the
wireless channels. Secret key encryption techniques have long
been regarded as a common way to prevent eavesdropping
and enhance security. However, encryption is implemented
at higher network layers and may lead to increased system
complexity and costs. Due to this reason, physical-layer se-
curity has emerged as a promising secure communication
technique by exploiting the wireless physical-layer properties
[1], [2]. One well-known performance criterion in physical-
layer security is the secrecy rate defined as the rate difference
between the transmission rate of the legitimate channel and
that of the wiretap channel, i.e., the channel between the
transmission node and the eavesdropper. If the secrecy rate
falls below zero, the transmission becomes insecure, and the
eavesdropper can intercept confidential information [2]. To
alleviate this problem, enhancing the secrecy rate by taking
advantage of user cooperation has been proposed.

There are two secure user cooperation modes: cooperative
relaying and cooperative jamming where in the former the
legitimate channel is strengthened by a relay node and in
the latter the wiretap channel rate is degraded by a jammer
node [2]. On the other hand half-duplex (HD) constraint of

the cooperative relaying leads to a loss of spectral efficiency
while recent multimedia centric wireless applications have
created a high demand for bandwidth. An attractive solution
to improve the spectral efficiency is to allow full-duplex (FD)
operation at the relay which allows simultaneous transmission
and reception of signals using the same frequency [3]-[7]. The
authors in [2], [8] have addressed secure communications of
one source-destination pair with the help of multiple HD relays
in the presence of one or more eavesdroppers. In [9], [10],
it was shown that by introducing cooperative transmission
into secrecy communication systems the outage probability
approaching zero can be achieved. The authors in [11] ana-
lyzed and compared the ergodic secrecy rate performance of
the cooperative jamming and cooperative relaying, in the low
and high signal-to-noise ratio regimes and for different eaves-
dropper positions. In [6], [7], secure wireless communications
between a source and a destination aided by a FD relay, in
the presence of an eavesdropper utilizing cooperative relaying
and cooperative jamming are explored.

The aforementioned publications demonstrate that the
achievable secrecy rate can be improved by user cooperation,
either via relaying or via cooperative jamming. However, they
have not jointly considered the following challenges: 1) HD
constraint of the cooperative relaying and 2) extra power
consumption of relay and jammer considering the life-time
issue, which is one of the major challenges for contemporary
wireless networks such as sensor and ad-hoc networks. Their
wireless nodes are power-limited by batteries and may not
be connected to the power grid due to mobility or other
constraints. A potential solution is harvesting ambient power
or wireless power transfer [12], [13].

B. Problem Statement and Key Contributions

Motivated by these challenges, we develop a novel secure
wireless communication scheme that efficiently deals with
the presence of an eavesdropper while taking advantage of
FD cooperative relaying, cooperative jamming and energy
harvesting. We employ the time-splitting (TS) architecture for
energy harvesting [14]. Hence, the cooperation round consists
of two phases: energy harvesting phase and information trans-
mission phase. Specifically, for a transmission block time 7T,
0 < a < 1 fraction of the block time is dedicated to energy
harvesting and the remaining time, (1 — «)7, is used for



information transmission. We then investigate instantaneous
and average secrecy rates, which are two fundamental secrecy
performance criteria in the active eavesdropping scenario [2],
[15]. Note that an active eavesdropping scenario where the
channel state information (CSI) of the eavesdropping channel
is available at the source and relay nodes is of practical interest
in many classes of applications that the users play dual roles
as legitimate receivers for some signals and eavesdroppers
for others [2], [15]. For example, the potential application
scenarios include multicast, multi-unicast and unicast systems.
The main contributions of this paper are as follows:

o We propose a FD-relaying protocol that provides secure
communication using a jamming node. Both relay and
jammer nodes are wirelessly powered by the source node.
We also study the output signal-to-noise-plus-interference
ratio (SNIR) at the destination and eavesdropper nodes.

o« We derive analytical expressions for the instantaneous
and average secrecy rates. To gain more design insights
and to provide mathematical framework, we consider
a practical interference limited scenario and derive a
closed-form expression for the cumulative distribution
function (cdf) of the SNIR at the destination and eaves-
dropper nodes. Accordingly, the asymptotic average se-
crecy rate is calculated. With simulation results, we
validate our analysis and show that the proposed protocol
significantly improves the secrecy rate of the wireless
cooperative network.

Notation: We assume ()T and Pr(-) denote the conjugate
transpose operator and probability respectively; fx(-) and
Fx(-) denote the probability density function (pdf) and cdf
of the random variable (RV) X, respectively; CN(u,0?)
denotes a circularly symmetric complex Gaussian RV x with
mean y and variance o2; K, (-) is the vth order modified
Bessel function of the second kind [16, Eq. (8.432)]; E;(z)
is the exponential integral function [17, Eq. (5.1.4)] and
Gy 2 | ‘;&Z:) denotes the Meijer G-function [16, Eq.
(9.301)].

II. SYSTEM MODEL AND TRANSMISSION PROTOCOL

We consider a communication scenario where a source node
S communicates with a destination node D in the presence of
an eavesdropper E with the help of a trusted relay R and a
friendly jammer J. The trusted relay node and the jammer
node are energy constrained nodes and have the rechargeable
batteries with infinite capacity. In order to make use of the
relay and the jammer, the source node wirelessly charges them
via wireless power transfer. Once the relay and the jammer
harvest sufficient energy they can be used for information
transmission and for transmitting friendly jamming signals to
enhance the security of the communication, respectively. The
source is assumed to be located far away from the destination
and eavesdropper, such that there is no direct link from the
source to the destination or eavesdropper. We assume that
the relay applies the decode-and-forward (DF) protocol. The
channel coefficients for S — R, S —J, R— D, R — J,
R—FE, J—R,J—FE, and J — D are denoted as hgg,
hSJ, hRD’ hRJ, hRE’ hJR, hJE‘ and hJD, I'€Sp€CtiV€1y. We

assume that all channels experience block Rayleigh fading and
remain constant over one block but varies independently and
identically from one block to another. Thus, all channel gains
are independent and identically distributed (i.i.d) exponential
random variables with unit mean. dsg, dsy, dgrp, dry, drEg,
djRr, djE, and djp are the distances between the pairs S — R,
S-J,R—-D,R—-J, R—FE,J—R,J—FE,and J— D,
respectively.

A. Transmission Protocol

We assume that source, destination, eavesdropper and jam-
mer nodes are subject to a HD constraint, while the relay
station operates in a FD mode. The simultaneous transmission
and reception at the relay in FD mode causes self-interference
(SI) from the transmit antenna to the receive antenna which
cannot be cancelled completely [18]. Nevertheless, many
effective SI cancellation techniques have been proposed to
date [5], [18]. Hence, we assume that an imperfect interference
cancellation scheme is used at the relay. We model the residual
SI channel hgr as hrr ~ CN(0,0%g), which is a common
assumption in the literature [3], [5].

The secure protocol with wireless-powered relay and jam-
mer takes places in two phases. Particularly, during the energy
harvesting phase of duration o7, the source transfers power to
the relay and jammer by sending a radio signal with power pg.
The relay and jammer apply the harvest-use architecture [14]
and hence, they receive the radio signal, convert it to a direct
current signal and store the energy. The received signal at the
relay and jammer can be expressed as

/pTShSRme[n] + ng[nl,
dSR

) /p%hg_]xe[n] + nyn],
dSJ

where z. is the energy symbol with unit energy,
E{z.[n]z{[n]} = 1 and m is the path loss exponent. n
denotes the symbol index; ng[n] ~ CN(0,0%) and n;n] ~
CN(0,0%) denote the noise at R and .J, respectively. There-
fore, using (la) and (1b), the harvested energy at R and
J in each unit slot are given by pr = ﬁpsmsﬁgﬁ and
py; = ﬁpsﬂzsﬂa respectively, where x = (177—aa) and 7,
0<n< 1 is RF-to-DC energy conversion efficiency.

During the information transmission phase with the remain-
ing time (1 — «)T, the source transmits zg[n| to the FD
relay R, while R simultaneously receives r[n] and forwards
xr[n] with power pg to the destination using the harvested
energy in the first transmission phase. At the same time,
eavesdropper overhears the information signal xg[n] while
the jammer sends jamming signal to the eavesdropper with
power py to compromise eavesdropper. More specifically, the
jammer sends an artificial noise signal x 7, affecting the relay,
destination and eavesdropper. The received signal at R can be
expressed as

(1a)
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where zg[n ], are respectively satisfy-

r[n] and mj[n
%m o]} =

ing, E {xs }

E {x s[n)at Ln }} 1. Since R adopts the DF protocol, upon
receiving the signal, it first decodes x g and then forwards the
signal to D. The relay transmit signal is given by [18]

zgr[n] = \/PrEs[n — 7], 3)

where 7 accounts for the time delay caused by relay process-
ing. Finally, the received signal at D and E are expressed

/1 /
= dThRDZR[n}+ ijhJDxJ[n]+nD[n],
RD JD

pr and
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1
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where np[n] ~ CN(0,0%) and ng[n] ~ CN(0,0%) are the
noise at the D and F respectively.
Accordingly, the received SNIR at the D, vy, is given by

_ min C1|hSR‘2
b = ca|lhsr|?|hrR|?+c3lhss?|hiRr][?+17
C4|hSR|2|hRD‘2 (6)
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C5 = b, p1 = and py = % "The overheard SNIR
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III. PERFORMANCE ANALYSIS

In this work, we consider active eavesdropping scenario
wherein the CSI of the eavesdropping channel is available at
the source and relay nodes. A fundamental secrecy perfor-
mance criterion for such a scenario is instantaneous secrecy
rate defined as [15]

Ry = |R; — R.]", ®)

where |z|t = max(z,0), R; and R, are the instantaneous
rates for data transmission and eavesdropping respectively.
Therefore, the source can transmit confidential messages to the
destination at a rate Ry to guarantee perfect secrecy. Another
relevant criterion could be average secrecy rate.

With definition (8), the Ry of the proposed protocol can be
written as

Ry = (1—a)[log(1+vp) —log(1 +v5)]*. )

Now, we derive the average secrecy rate, the average of Ry
over vp and ~yg, which is given by

Ro= [ [ Bofpfip(@dnde 0
0 0

The average secrecy rate in (10) can be reexpressed as [19]
o _l-a [ F, ()
Bo = In2 /0

14 29
To calculate the average secrecy rate, RO, based on (11), we
proceed to derive the cdf of the SNIR at the destination,

(]. —F,YD(ifg))d.’EQ. (11)

F, (), and cdf of the SNIR at eavesdropper, I, (-). Let
us denote X, = |hSR|27 X, = ‘hRR‘Z, Xy = ‘hJR'Q,
Yy = |hss|?, Y1 = |hrp|? and Yo = |hyp|?. Accordingly,

the cdf of v, in (6) can be expressed as

Fy, (z) =
. 61X0 C4X0Yi
Pr | min ,
2 X0 X1 +c3YoXo + 1 esYpYa +1
7 2

=1 — Pr(min(y1,72) > 2)

=1—"Pr(y > 2,72 > 2). (12)

From (12), there exists two common RVs X and Y; which
leads to a statistical dependence related to the terms ~; and
v2. Herein, we first apply the conditional statistics by fixing
Xp and Yy. We then average over these RVs. With this aim,
the cdf of v, can be expressed as

@ =1= [ [T )

(1 — Fyux0v0 (Z)> Ix0 (@) fyy (y)dady.  (13)
In addition, it is easy to show that
B G )
Py (2) = ¢ 0 i ,
C2X0
(14)
and
F (o1 (15)
V2| X0, Yo \Z) = 7 L Yo o
1+ 2382

Substituting (14) and (15) into (13) and using the pdfs

fxo(zo) = e ou(xg) and fy, (yo) = e ¥u(yo), the cdf of
vp can be written as

(‘47‘
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We now derive the cdf of the SNIR at eavesdropper, F,_(:).

Let us denote V = |hsgr|?|hre|? and W = |hg,|? |h]E|2
Hence, 75 in (7) can be written as
bV

= —. 17

TE T W1 {17

Accordingly, the cdf of vy, can be expressed as

F, (2)= /0 Pr(b1V < z(bsW + 1))
bow + 1

- (s

)fw( Jdw. — (18)
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In order to evaluate (18), we require the cdf of V' and the pdf
of W, which can be readily evaluated as [20]

Fy (v) = 1 — 2VuK:1 (2V/), (19)
and

fw (w) = 2Ko(2Vw),

respectively. Invoking Fy (v) and fy (w), the cdf of v can
be expressed as

K (2 i (1+ b2w)> Ko(2v/w)dw.

(20)

ey

Substituting (16) and (21) into (11), the average secrecy rate
of the proposed protocol can be derived.

To the best of the author’s knowledge, however, the dual
integral in (16) and the integral in (21) do not admit the
closed-form solutions for the cdfs of v and «y5, respectively.
However, they can be efficiently evaluated numerically using
Matlab. In the physical layer secrecy systems, on the other
hand, to focus on the secrecy performance, it is common to
adopt interference limited assumption wherein the noise at a
receiving node is ignored. Accordingly, in the following, we
consider the interference limited scenario which is of practical
interest [4]' and enables us to derive asymptotic closed-form
expressions for the cdf of the SNIR at the destination, F5_(-),
and eavesdropper, F;_(-). These expressions provide useful
theoretical performance bounds for the average secrecy rate in
the studied system. We will validate the interference limited
assumption in Section I'V.

A. Asymptotic Analysis

By applying the interference limited assumption on (6)
and (7), the received SNIR at D and the overheard SNIR at
the eavesdropper can be respectively written as

Yp = min cilhsnl”
D ca|lhsr|?|hrr|?+c3lhss|?|har|?’
calhsr|*|hrD|?
cs|lhsyl?|hypl? ) (22)
and
bilhsr|?|hrE|?
_ bbbl .

7 bl s Plhyel?

Now we characterize the asymptotic expressions for the cdf
of the SNIR at the destination and eavesdropper.

IThis assumption is also used in some of the main literatures on perfor-
mance analysis of wireless cooperative transmissions [6], [12], [14] and does
not affect the main conclusions drawn from the paper.

Theorem 1: The expression for asymptotic F5_(-) is derived

as (24) at the top of the page where cg = _czl, cr = %,
c3

22
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Proof. Let us denote X = ¢1/ (co X1 + c;,Xng) where X =
|hRR|2’ Xy = |hJR|2 and X3 lZ;‘l” and Y = 0561‘231(3,
with Y1 = |hgpl|? and Yo = |hyp|?. Accordingly, the cdf of
p in (22) becomes
F5 (2) =Pr(min(X,Y) < 2),
=1-Pr(X > 2zY > z).

Wy (2)

(c2 +

c3
C10%

(25)

Conditioned on X3, the RVs X and Y are independent and
hence we have

Pr(X > 2,Y > 2)
= [T P ) - Frin, (2) i ()

We now look at the first item in the integral, which can be
C1

expressed as
— v <=z
2 X1 + 3 X2 X3 )
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Recall that X; and X, are exponential random variables with
mean 1, thus (27) can be derived as

—c1 —c1
co — coe 2z + (e3¥37 — 1)eg X5
c2 — c3X3 '

1= Fxx,(2) = (28)

The second item in the integral (26) can be written similarly
as

ZC5X3 Cq
1-F =1-Pr|Y; Yo|=——7"——.
vixs(2) r( L C4 2) zc5 X3+ ¢y
(29)
The pdf of RV X3 can be readily evaluated as
1
= —. 30
fxa(x) (x_|_1)2 (30)
Then, substituting (28), (29) and (30) into (25), we have
oo —a +( —e1 1)
Cy — Coe 27 e3> — 1)c3x
F (z)=1—-c
i (2) 4/0 (co — czx)(zesx + ¢q)(x + 1)2
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Now, after some simple algebraic manipulations and using the
integral identities [21, Eq. (2.3.4)], [16, Eq. (3.353.3) and Eq.
(3.352.4)], we yield the desired result in (24). =

Theorem 2: The asymptotic cdf of Y5 can be expressed by

bQZ 0,0
P =1- 633 (2|17)-

Proof. The proof has been omitted due to space limitation. m
Substituting (24) and (32) into (11), the asymptotic average
secrecy rate can be readily evaluated.

(32)

IV. NUMERICAL RESULTS

These are presented to validate our analytical expressions,
demonstrate the performance of the proposed secure transmis-
sion protocol, denoted by FDJ, and investigate the impact of
key system parameters on its performance. We set the path
loss exponent and energy conversion efficiency as m = 3 and
n = 0.5.

Also, for comparison purposes, performance of secure HD-
relaying protocol, denoted by HDJ, is provided. Here is a
brief description of the HDJ protocol, which will be compared
against FDJ. The system model is the same as that of the
FDJ protocol, except for the HD relay. Specifically, during
the first phase of duration o', the source transfers power to
the relay and jammer and the remaining block time, (1 — «)T
is used for secure information transmission, such that half of
that, (1 — «)T'/2, is used for the source to relay information
transmission and the remaining half, (1 — «)7'/2, is used
for the relay to destination information transmission. At the
same time, the jammer transmits intentional interference to
degrade the relay-eavesdropper link. The harvested energy at
the relay and jammer can be written as pr = @pg|h53|2

_ K 2 : /A 2na
and p; = d—m,p5|hs‘]\ , respectively, where «' = ey

Thus, by replacing x with &’ in (6) and (7) and omitting
the terms containing the SI and the jammer interference in
the first-hop SNIR expression at destination in (6), the SNIR
at the destination and eavesdropper of the HDJ protocol can
be obtained. Here, we study the secrecy rate performance of
HDJ protocol through numerical analysis. The corresponding
analytical analysis is omitted due to space limitation.

Fig. 1 shows the influence of the time-split parameter «
on the instantaneous secrecy rate for a single time frame
and channel realizations. We assume that S, R, J, E and D
are located at (0,0), (20,10), (20, —10), (40,0) and (50,0),
respectively. There are two groups of curves: setting-1 (solid
line) and setting-2 (dashed line) curves. Setting-1 and setting-2
refer to the following settings: 1) hggr = —0.12—0.88¢, hgy =
—0.30 4+ 1.21%, hgg = 0.11 — 0.012¢, hrp = 0.90 + 0.0034,
hrr = —0.09 + 0.21¢, hyg = —1.08 — 0.27i, hyg =
1.20—-0.944 and hyp = 0.5140.344. 2) hgr = 0.50 — 0.794,
hsy = 0.43 — 0.67i, hgg = —0.45 + 0.068i, hgp =
—0.80 — 0.75¢, hrr = 0.013 — 0.36¢, hyr = —0.30 + 0.674,
hyg = 0.67—0.09¢ and hyp = —0.16 + 0.087%, respectively.
The following conclusions are drawn from Fig. 1.

1) There is an interesting trade-off between « and the
instantaneous secrecy rate for FDJ and HDJ transmission
protocols. More specifically, first, as « increases, the

o FDJ
o HDJ

Setting2

Instantaneous Secrecy Rate

0.8F |
Setting1
0.6 gﬂ——-ﬂ—‘s J
Pie “~m
g S ~a
|- I \\ .
0.4 e o-_¢. B
A.- =6 <l -
4 ¢~
0.2 # Tl N i
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Fig. 1. Instantaneous secrecy rate of FDJ and HDJ transmission schemes as
a function of a.

secrecy rate increases but later, it starts decreasing as «
increases from the optimal value. The intuitive reason
is that, generally speaking, a longer energy harvesting
time « increases the harvested energy at the relay and
jammer nodes and consequently improves the secrecy
rate. However, it decreases the available time for infor-
mation transmission phase and vice-versa. Therefore, it
is important to determine the optimum value of « to
further optimize the secrecy rate performance.

2) It is clear that for setting-1, FDJ achieves a higher
instantaneous secrecy rate than HDJ over the entire
range of the . However, for setting-2, we see that FDJ
outperforms HDJ when o < 0.67, and exhibits an infe-
rior performance when o > 0.67. This is mainly due to
the effect of two extra interferences at the relay, SI inter-
ference caused by the signal leakage from the transceiver
output to the input and co-channel interference due to
the simultaneous relay and jammer transmissions (please
see (6)) which are not present in the HDJ protocol and
can reduce the instantaneous secrecy rate of the system.
In addition, simulation results, not shown in the paper
due to space constraints, reveal that the duration of time
devoted for energy harvesting?, the strength of the SI
and the corresponding nodes channels and their relative
positions in the network are the key factors determining
to what extent the instantaneous secrecy rate superiority
of the FDJ protocol holds.

Fig. 2 illustrates the average secrecy rate of FDJ and HDJ
transmission protocols versus source power in the wireless
cooperative network with and without jammer. S, R, J, E
and D are located at (0,0), (20,0), (20,—10), (40,0) and
(50, 0), respectively. Two main observations that follow from

2when « is large, excessive amount of energy is collected, which is actually
detrimental since it causes strong SI, which degrades the secrecy performance
of FDJ.
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Fig. 2. Average secrecy rate of FDJ and HDJ transmission protocols versus
transmission source power pgs.

this simulation are as follows. First, the average secrecy rate of
the wireless powered cooperative network in the presence of
eavesdropper can be significantly improved using the jammer
node, e.g., HDJ provides up to 70% enhancement in the
average secrecy rate as compared with the conventional HD-
relaying without jammer scheme. Second, as expected, the
secure proposed FDJ protocol, outperforms all other schemas
on all source power values. When the source node power
values are high, it can increase the average secrecy rate
efficiency up to 1.5 times over the HDJ protocol and up
to 2.5 times over the HD-relaying without jammer scenario.
Fig. 2 also shows that the analytical results derived in the
paper are in exact agreement with the simulation results and
the asymptotic curves tightly converge to the exact ones at
the high SNR regime. These observations validate the derived
analytical results and the motivation of the interference-limited
assumption.

V. CONCLUSION

In this paper we have investigated the performance of a se-
cure wireless-powered system utilizes FD-relaying along with
cooperative jamming. We proposed a secure protocol takes
places in two phases: energy harvesting phase and information
transmission phase where the information signal is transmitted
under the protection of a jamming signal sent by the jammer.
We provided a mathematical framework for the instantaneous
and average secrecy rate for the active eavesdropper scenario.
We also presented asymptotic closed-form expression for the
cdfs of the SNIR at the destination and eavesdropper nodes
for the proposed protocol and accordingly the asymptotic
average secrecy rates were calculated. We showed that by
using wireless powered FD-relay and friendly jammer, the

average secrecy rate can enhance up to 2.5 times than the
HD-relaying transmission protocol without using jammer.
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